International Journal of Psychosocial Rehabilitation, Vol. 24, Issue 05, 2020
ISSN: 1475-7192
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Abstract--- The data need to be shared on cloud platform with high security and maintained in the cloud in a
secured manner for any customer storing the information. There are various cloud providers who provides separate
datacenter and are present in different location. This enables to act as a backup for the customer and it should be

secured. This paper discusses about the cloud computing security measures.
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I. INTRODUCTION

Now the PCs on our desks, are having complete control over the computer system used by various customers or
users. They are also enabled with complete responsibility for them as well. Cloud computing changes all that. It
comes in two basic flavors, public and private, which are the cloud equivalents of the Internet and Intranets. Web-
based email and free services like the ones Google provides are the most familiar examples of public clouds. The
world's biggest online retailer, Amazon, became the world's largest provider of public cloud computing in early
2006.

To rent the computing power and infrastructure facilities from the distributed cloud, Amazon Web Services
(AWS) is the technology adopted. There are private, public and hybrid clouds available, the private cloud works in
personalized resources with required secured connections. Amazon provides VPN and VPC as a virtual private
networks and clouds for providing highly secured private network for any crucial business application migrations
onto cloud environments. There are many advantages while shifting on to cloud, but there are some cons also.
Among that privacy and security risks of putting valuable data on someone else*s system in an unknown location is

a major problem.

The public cloud data and applications are accessed by every stakeholders of the business solutions. More open
is more vulnerable. The insider attack is a kind of risk, which is higher in the public cloud scenarios. Research
analyst on cloud security and alliance report says, public cloud environments are having one of the biggest threats
due to its wide openness. Thereby the service providers must conduct many levels of check while accessing the data

from massive data centers. The data centers are under surveillance for any kind of suspicious activities.

The scalable cloud infrastructure helps to perform the cost cutting, efficient utilization of resources and process
efficiency, since the data is stored within a single server. All sensitive information of various customers is

encapsulated within the single server. This ensures the data isolation and logical segregation of storage data.
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Il. SECURITY CONTROL PARADIGM

A. Disincentive Controls

This control enables to reduce the threats on a cloud system which act as threatening sign for the intruders trying
to cross a defence area or highly secured proximities. It generates an alert similar while crossing the limits. The
alerts are kind of message dialogues or an alarm. This is quite similar to burglar alarm techniques in bank security

systems.

B. Preventive Controls

It is a superset of the disincentive controls, i.e. it tries to protect from various accessibilities. It supports the
system by strengthening as well as by reducing the incidents from malicious attacks even though the vulnerabilities
are not eradicated completely. The access rights given to the users provide strong authentication, in such a way that

intruders are identified and secured. The log information is stored for any references.

C. Detective Controls

This is a form of control which helps to detect malicious attacks and ensure the appropriate actions. Depends on
the type of attacks, the issue is addressed by passing an indication to the preventive or corrective control. This
avoidance procedure is detected in the cloud system and its backbone infrastructure with the help of the network

security and detection systems.

D. Corrective Controls

The consequences of an attack are reduced with the help of corrective control. Their existence will be action
either during the occurrence of intrusion or immediately after the occurrence. These controls are the immediate
solutions to recover from such attacks. For an example, building a compromised system to restore or taking the

periodical backups or maintaining the mirrored copies on data centers.

111. ANALYSIS ON CLOUD SECURITY
A. Data Encryption Standard (DES)

The Federal Register in the year 1977 published Data Encryption Standard (DES) [2]. It is a symmetric key block
cipher. DES is used for encryption as well as decryption. It takes 64-bit plain text in the encyption and a cipher text
of size 64 bits is created at the decryption. The key is genearated with the help of plain and cipher text for both
encryption and decryption. Sixteen Feistel rounds along with initial and final permutations text for encryption is
generated[10]. According to an algorithm shown in Figure below, each of the Feistel rounds generates a cipher key

in each round of 48-bit each.

Feistel Rounds are performed by receiving two 32-bit blocks as LO and RO from the initial permutation of DES
which has a 64- bit block of data. Each of the rounds are identical and the effects of increasing their number is

twofold - the algorithms security is increased and its temporal efficiency decreased.
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Figure 1: DES Model

B. RSA Algorithm

A public-key algorithm, RSA is used to encrypt the data which is accessed by the concerned user to provide
security that prohibits from unauthorized user access. RSA stands for three author names first letter of last name,
namely Ron Rivest, Adi Shamir and Len Adleman. Data stored in cloud is first encrypted, when data is needed, a
request is sent to the cloud provider and the cloud provider delivers the data after authenticating the user
permissions. Every message sent by the user is mapped to an integer by the block cipher, RSA. RSA mainly
consist of two keys, i.e., public-key and private-key. In the cloud environment the two keys basically the private
key is secured and known only by the user who owns the original data, whereas, the public key is transparent.
Encryption and decryption are respectively dealt by the Cloud service provider and Cloud user or consumer. When
the data is encrypted using a public- key and the same can be decrypted using the private key. RSA algorithm
involves Key Generation, Encryption, Decryption.

C. Homomorphic Encryption

Homomorphic encryption uses asymmetric key algorithm in which two different keys are used for encryption
and decryption i.e. public key and private key [10]. In mathematics homomorphic means conversion of one data set
to another, without losing its relation between them. In homomorphic complex mathematics functions are applied to

encrypt the data and similar but reverse operation is applied to decrypt the data.

D. Blowfish Algorthim

Blowfish Algorithm is a symmetric key algorithm which was developed in 1993 by Bruce Schneier. Its working

is almost like DES but in DES key size is small and can be decrypted easily but in Blowfish algorithm the size of key
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is large [4] and it can vary from 32 to 448 bits. Blowfish also consists of 16 rounds like DES [11]. Blowfish
algorithm can encrypt data having size multiple of eight and if the size of the message is not multiple of eight than
bits are padded. In Blowfish algorithm also 64 bits of plain text is divided into two parts of size 32 bits. One part
taken as the left part of message and other is right part of message. The left part is XOR with the elements of P-array
which creates some value, then that value is passed through transformation function F. The value originated from the
transformation function is again XOR with the other half of the message i.e. with right bits, then (F) function is

called which replace the left half of the message and (P) replace the right-side message.

V. CONCLUSION AND FUTURE WORK
Cloud platform is an evolving technology for shared infrastructure, software, platform as a service. The cloud

migration has become an inevitable step for every business applications. The amount of protection required is totally
depends on the security mechanism employed in the data centers. The cryptographic computing practices play a vital
role in security control measures in cloud platforms. The future work will be the comparison of security mechanism
employed in various cloud 10T platforms. With the help of existing algorithms, we can secure our data only up to

certain extent.
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