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Abstract---The elliptical crypto graphing curve (ECC) plays a significant position in today's major public safety
net. ECC is a faster and safer form of cryptography, like other common Cryptographic algorithms. The reliability
advantages of ECC in the wireless Internet are addressed in this report. First of all, this paper introduces and
evaluates the algorithm for various inputs for bit lengths. To further boost the safety level, a big question of maximal
authentication is created and carried out based on the ECC algorithm. This paper doesnt only rely on a single
person, but on many people in our cryptographic threshold to decrypt our text. This network is safeguarded by
Threshold Cryptography (TC). In this paper the ECC methodology is found to be more fitting than RSA. In the
implementation of elliptic curve cryptography threshold cryptography (ECC-TC), this paper has explored and tested
the three most efficient EC cryptographic algorithms and have developed the ability to use ECC-TC algorithms in
different scenario of MANET. They equate both ECC-TC analysis and suggest an application appropriate for
MANET. Finally, this paper has suggested a new approach for classified communication which reduces overhead

communications to multiple documents at the same time.

Index Terms— Education, infrastructure and parental occupation.

I INTRODUCTION

An individual must able to send an encrypted message to an entity with a secure encryption system without
knowing the public key of each person in the receiving company. The destination company should be in a position to
develop its own safety policies and decide who can read the messages. The cryptosystem was designed to prevent
senders from circumventing the security policy and to send a message without having any knowledge of the policy [1],
[2]

Threshold cryptography (TC) includes the posting of a key, within a week of encrypted data, by several people who
overwrite or decipher or distribute a text. The TC prohibits the confidence as well as participation of only one single
node. The main goal is, therefore, to divulge this jurisdiction in a way that another node measures the response while
disclosing any sensitive information about its partial key or partial message. Some other target is to have technology
spread in a hostile environment. The threshold is necessary to encode or otherwise decrypt a message for any amount
of nodes [3]-[6].

The idea of cryptography is to safeguard information by distributing it tolerantly through a series of cooperating
computers. First of all find the basic problem of cryptography thresholds, a topic for efficient information
communication. A secret sharing scheme should spread a secret piece of information through multiple servers in a
manner that satisfies the following conditions: (1) there is no community of compromised servers that knows which is
the secret, even if they agree.

Il. ELLIPTIC CURVE CRYPTOGRAPHY (ECC)
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Basics of Elliptic Curve

In 1985 NEAL KOBLITZ as well as VICTOR MILLER first autonomously proposed elliptical curve (EC) systems
for cryptography. ECC was intended to run on small, limited devices particularly integrated devices with lower
capacity for storage, less computation, less output. Elliptical curves have a secondary effect that is why they are used
in cryptography. This allows us to take two points together on a certain curve, add them together, and obtain the 3rd
point on the same curve [7]-[10].

Basic Concept

In two parameters, an elliptical curve with a coefficient is represented by an equation. The parameter and the

multiplier for encryption purposes are limited to a particular type of collection called the FINITE Area.
2 bv = 3 3 d
vy +axy+by= x"+cx° +dx+e

Whereas, a, b, ¢, d, &e re real number and the X, y take values from real number.

The implementation of ECC primarily depends on three factors: those factors are scalar algebra, the increase in
points and the mathematics of finite ground modulus.

Two separate dimensions could be employed for the ECC, which describes a curve over GF (2n), with the affine
coordination and the spatial guide. It has been demonstrated that the spatial interface is more suitable to incorporate
hardware since it prevents expensive field investment [11]-[13].

ECCBASEDTC

This paper plan to implement ECC-based DH, for both share and message division in simulated MANET
environments before and after encryption. This paper then compares the results based on timing of various operations
required to perform these encryptions. Such schedules include times for breaking the message, transfer of message to
point and actual recipient encryption. On the recipient, the timings are combined to recover the original message
through partial communications using secret mutual sharing of Shamir, based on Lagrange.

For ECC-TC, key is not divided here, because both public and private key are points, and Lagrange cannot be used
for separating or merging messages on points. The message will be divided before encryption and then the partial
message will be encrypted in points, or the message will be encrypted into a point, and the point coordinates will then
be divided. Firstly, in the following sections this paper examine briefly the 3 ECC-TC algorithms. The cryptographic
threshold requires sharing a key of several persons involved either before or after encryption or decryption of text.

This prevents only one node from trusting and taking part in the project. Therefore, the main objective is of each
node to express this authority in appropriate way, without disclosing any secret information about its original message,
to perform a calculation on the message. A number of threshold t nodes are needed to encrypt or decrypt a message.

Similarly, a (t, n) threshold signature scheme may be specified, where a minimum number of parties to the
signature is required. The threshold schemes usually involve key production, encryption, share generation, share
checks, and share algorithms combined. The TC increases security when vulnerability node rates are lower than t, as

partial messages can hardly be decoded if the amount is less than the threshold.
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1. ALGORITHM/METHODOLOGY USED

ECC Algorithm
At the sender ends:

Step 1 — “the sender will take a point on the elliptical curve equation given above™,

Step 2 —“A random number’d” selected within the ranges of 1—{11—1},‘H’ is the private key™
Step 3 — “The sender will generate a public key Q) by private key and point P7.

Q=d*P

Step 4 — “The message to be sent has point "M’ on curve E™.

Step 5 — “Randomly select 'k™ from 1 to (n-1)".

Step 6 — “Generate two cipher text strings C1 and C27.

=1
F0) = ) axt
k=0

Cl=k*Pand C2=M+K*Q)
Step 7 —"Send Cl and C2. C1 and C2 are encrypted texts™.
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Figure 1. Encryption at sender site
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At the Receiver End-

Step 1 — “The recerver uses the cipher texts C1 and C2 to decrypt the message M.
Step 2 — “The recerver uses the private key to decrypt the message M™

Step 3 — “The recerver has private key'd™

M=C2-d*C1

step 4 ="M’ 15 the original message™.

Encrypted
texts
—»  M=C2-
C1 and C2 d*C1 Original
|, Message
Private key of
receiver, d =

Figure 2. Decryption at the receiver site

IV. CONCLUSION

The four elements of privacy integrity, authentication, and confidentiality are based on a digital signature
based on Eliptical Curve encryption and threshold curve. Non-repudiation, promises a new dimension of their
application in every communication area, for good and secure data transmission.Server-based authentication, photo
encryption, public authorities and financial protocols etc. In this paper the secret communication of Shamir has been
described as an optimal alternative for several secret sharing situations such as ECC-TC. This system allows for n,
(t>=4), to exchange up to four codes, but the packet size is (2w). The communication overheads are consistent for all

algorithms and do not depend on any differential (i.e. n /t, ECC-TC).
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