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ABSTRACT

In order to survive and expand in the financial industry, the banking climate of today is extremely competitive
and constantly changing. Modern technology is a "enabling resource" that can support the development of more
adaptable and flexible learning structures. Additionally beneficial is the bank's ability to swiftly adopt the
market condition. The primary goal of this study was to analyze how customers perceive technological
deception in banks. The findings show that the three main dimensions of customer deception perception are
Information Securities Factors (IS), Preventive Measures (PM), and New Online Services (NOS). In summary,
bankers ought to advise clients on safe online transactions, work with them to prevent technological fraud in
banks, and emphasize that clients should protect their personal information and only use secure Wi-Fi when
conducting online banking transactions.
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INTRODUCTION

The banking sector is the lifeline of any modern economy. It is one of the important financial pillars of the
financial sector, which plays a vital role in the functioning of the economy. The importance and role of
information technology for achieving this objective cannot be undermined. Banking environment has become
highly competitive today. To change market environment at the same time the bank has to be survive and grow
in financial industry. Latest technology is 'enabling resource' that can help in developing learner and more
flexible structure. And also helpful to the bank can quickly adopt the market scenario. And this involves cost
reduction and effective communication with customers and bank associated with the banking business. In the
next part we will see about influencing the technology and its impact for development in banking
sector. Technology advances have accelerated changes resulting in higher production of goods & services. The
information technology has transformed the functioning of business across the world. The adoption of new
technology has become a necessity for survival, particularly in the aftermath of liberalization, privatization, and
globalization. Technology has become very important for banks to carve a plane for themselves and become
leaders in their respective fields; to achieve this; banks have to improve their margins and profits by conducting
transactions at low costs besides being lean in size. The dire competition in the banking industry between the
public sector banks, old private sector banks, new generation private sector banks and the foreign banks is
mainly through technology innovation, up gradation and modernization. After influencing technology in
banking sector, there are huge changes in structure, functions in banking industry and also changes in providing
services to their customers. One side technology will develop the banking industry at the same time there is
chance to create banking risk by using the technology. Now a day's many banks are facing these technology risk
issues and most importantly the 'customers' are badly affected by over these technology risk issues. Before we
see the impact of technology fraud, we need to know the influence of technology and impact of technology in
banking sector.

REVIEW OF LITERATURE

Arjan Reurink (2016), pointed that empirical universe of bank fraud has been documented in the literature. It
did so by reviewing the literature on financial fraud in a variety of academic discipline. The researcher made a
conceptual distinction between financial statement frauds, financial scams and fraudulent mis-selling. Timothy
H. Hannan and John M. McDowell (2016), examine the focus on the rate of diffusion of automatic teller
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machines within banking industry. The problems associated with inter industry differences are by definition
avoided, because of number of local banking markets in existence, we are able to employ a relatively large
number of observations.Carolina martins (2014), stated that the determinants of internet banking adopt the
important of banks and users. Byunderstanding the role of users we come to know adoption is limited.
Conceptual model with perceived risk explain behavior intention and usage behavior of internet banking. Finally
the researcher concludes that usage of behavior is most important factor is behavioral intention to use internet
banking.Jha et al (2014), pointed that phone phishing is one of banking misuse activity, that means identify
theft. This means stealing someone identify access to their confidential financial data which is misused by
fraudsters. Chavda .V (2014), highlighted that the reason for increasing banking frauds, there is lack of
knowledge of computer literacy and they not know how to use the banking services with security. So, fraudsters
come in way of helping the customer and stealing their secret data and which can be misused by them.Kundu
and Rao, (2014), has pointed that e-banking frauds are safe crime does not harm or cause any injury to the body
of the fraudster. It is difficult to find the fraudsters of e banking crimes and even the investigators are finding it
difficult to locate the fraudsters. Few of suggestions made to prevent e banking frauds are security policy to be
framed by banks, monitor internal management, provide training to the staff handling e banking system, regular
up gradation of technology and banks to have compulsory in house grievance settlement body, more and more
investigating cells to be established and appointment of efficient investigators to be made.

OBJECTIVE OF THE STUDY

* To study the different types of technology deception in banks.
* To analyze the customer perceptiveness towards technology deception in banks.
1. LIMITATION OF THE STUDY
* The sample may not represent the population accurately as the sample size is limited to 200 respondents
* The study is limited with the Chennai city. (North Chennai)
* As the sources of secondary data vary descriptions in data reporting exist.
* All the information furnished by the respondent was presumed as genuine.
2. METHODOLOGY

This study based on the primary data collected through scientifically developed questionnaire. After consulting
the experts in this given area, questionnaire was constructed by the researcher herself. The questionnaire was
presented to e-banking services used customers then the same was modified on the basis pretested result. The
questionnaire was administered on e-banking service users of the banks. The sample sizes of 200 were chosen
on a convenient basis from among public and private sector bank customers in the northern region of Chennai
city.

DATA ANALYSIS AND INTERPRETATION

The data collected were subjected to analysis using SPSS version 21.0 by percentage analysis and Factor
Analysis.

Table 1 - Personal Profile of the Respondents

Personal Profiles Description Frequency Percentage
Below 25 55 275
Between 26-35 28 14.0
Age Between 36.45 73 363
Above 45 44 220
. Male 157 785
Gender Female gE 35
Higher secondary 77 385
) B Diploma 21 105
Educational Qualification Under Graduation 31 103
Post Graduation 62 310
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Personal Profiles Description Frequency Percentage
Professional 19 9.5
y Govt. emplovee el 395
Nature of Employment Private employee 20 100
Self-emp 101 05
Below Rs. 25000 81 H#05
Rs.25001-50000 20 10.0
Monthly Income Rs. 50001753000 3 330
Above Rs.75000 33 16.5
Nuclear Family 80 66.7
Nature of Family Joint Family 40 333
I Single 100 50.0
Marital Status Maniod 100 500
Public 171 85
Nature of Bank Private 26 130
Both 3 1.5
Usage of the Latest Yes 155 75
T'echnology No 45 25
Daily 53 26.5
Frequency of Vsiting the | Weekly Once 24 12.0
Bank Once In Two Week 76 380
Monthly Once 47 235
Affected by Technology | Yes 113 565
Deception No. 87 435
Transfer Of Funds 32 16.0
Online Bill Payments 35 175
Transaction Mode Credit card Fadlities | 108 540
Cash Withdrawal From
ATM 25 125
Information Regarding Yes 141 705
T'echnology Deception No 59 295

Table 1 Shows that the Majority of the Respondents are Male (78.5%), Self Employed (50.5%), Living in
Nuclear Families (66.7%) and Using Public Sector Banks (85.5%) by adopting latest technology (77.5%).
Further, Majority of the respondents is affected by deception (50.5%) that deception related to credit card
facilities (54.0%) and they are unaware about technology deception. Sizeable portion of the respondents are
aged between 36 - 45 years (36.5%), school educated (38.5%) and visiting bank are in two weeks (38.0%) and
respondents are equally distributed to married (50%) and single (50%).

Table 2 : Factorisation of Perception on Technology Deception Variables

Factor Names & Factor ommu
T"E’;‘[_‘.':;::;“ Variables Loading M5A [ naiities MEAN S.D
Utilize of Information Technology
Effctively and Efficiently. il Rl Maatll Rl Rt
Maintaining Confidentiality of
Cuslomer’solnfnrmation. 833 f 801 I Rl R
lEroﬂFidmg Proper Guidance For Secured 853 | 864 72 | 360 | 1378
Information [ £- lransactions.
Securities | Maintaining Effective Customer
Factors Relationship Management to Educate 813 | 836 797 | 3.59 | 1.346
(1S) ‘Customers.
(36.746%)  ["Actions Arc Taken Against the
Technology Deception In Banks 778 | 82 716 | 352 | 1382
Adopting Emerging Technologies. 639 | 798 | 573 |3.27 | 1.291
Banks are coordinating with customers
for Preventing the techormlngydsccptinn 859 | 792|807 | 4001307
Preventive | Danksare providing undersandable | g30 | 249 | 602 | 3.64 | 1.604
Measures information on ta;hnolnal deception.
PM Banks are providing adequate
@4 751)%) information for prevent technology 765 888 | 752 411 | 1.271
T deception.
g:g;‘t“':? helps to detect the 62 | 2] ess [an |22
Banks maintain websites as an
New Online information centre to detect technology | 865 | .783 789 | 448 | 0.814
Services deception.
(NOS) Banks are regularly introducing new 778 | 766 612 |a6a | 0723
(10963%) CUStOMET SETVICEs. h ° -
Banks fulfils customer’s expectation on 1 e [430] 0
new technology adoption. 755 | 782 729 1027
KMO-MSA=.819 Total% of variance explained= 72 460
Bartktt's Test Of Sphericity Chi-Square Value Of 1638.197 With Df 78 At P - Value Of 0.000

The table 2 shows that perception on technology deception variables with their communality and MSA values
ranging from 0.749 to 0.888 and .573to .807 have goodness of fit for factorization. KMO-MSA value 0.819 and
Chi-square value of 1638.197 with df 78 and P-value of 0.000 reveal that factor analysis can be applied for
factorization of 13 perception on technology deception variables. Three dominant independent perceptions on
technology deception factors explaining 72.460 of total variance have been extracted out of 13perceptions on
technology deceptionvariables. Of them the most dominant factor Information Securities Factors (IS),
Preventive Measures (PM) and New Online Services (NOS) in the order of their dominance.

SUGGESTIONS

The researcher suggested that those who are using online transaction with their bankers' online portals they
should aware about the technologies used by the bankers for ignoring duplicate online portals, customers are
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should avoid their personal information sharing through websites. The customers when they are using the online
portals of the bankers' they should change password time to time and the customers are should stay away from
scam calls and e-mails for protecting online transaction through their online banking. The banker should provide
guidance for secured online transaction, and to coordinate with the customers for preventing technology
deceptions in banks.

CONCLUSION

Technology deception in banks is a significant problem for the banking industry. Customers who lose a lot of
money as a result of technology deception experience stress. Customers of banks use any kind of password to
gain access to their accounts, which makes it simple for hackers to compromise accounts. Hackers can easily
obtain bank client account credentials for internet hacking by sending phishing, smishing, and vishing attacks.
The bankers should be required to take precautions to safeguard online transactions by creating strong
passwords that combine capital and lowercase letters, digits, and symbols. The bankers should implement these
security measures. Customers, on the other hand, must use secure Wi-Fi connections to conduct their online
banking transactions and must keep their personal information private.
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