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Abstract--- The problem context that inspired and motivated this project idea is that as the quote says a picture 

or image speaks a thousand words. An Image is forensically rich media it contains a lot of metadata you can extract 

for any Digital Forensics investigation and it can answer the 3 w’s. which is what (what device is used to capture 

the picture or Image), where (The location where the picture or image was capture) and when (the exact time and 

date when the image was capture). The current issues are that most of the current image forensics tools is their 

output is too complex to understand, for students starting out their studies into digital forensics its quite difficult for 

them to comprehend some details of their output. The tool will also detect if the image has been tempered with if any 

hidden messages or items is stored inside using steganography. The project is an Image Forensics Tool with 

Steganography Detection, which can aid in a digital forensics’ investigation where by the investigator is required to 

get metadata out of any Digital image. 

Keywords--- Image Forensics, Image Forgery Detection, Image Steganography, Image Steganalysis, Image 

Processing. 

I. INTRODUCTION 

We are currently in a revolution in Digital images, many developments have been made in Digital images such 

as the implementation of artificial intelligence (AI) and computational imaging. As like everything in this world 

Digital images advancements can be used for good and bad things. Due to advancement of digital image processing 

software and editing tools, an image can be modified and manipulated. These modifications are very difficult to be 

identified visually by a human eye. In the recent years there has been massive increase in digital image forgeries 

online and as well by the media. Which is a very dangerous trend, which diminishes the credibility of digital images. 

Therefore, developing techniques to verify its ethnicity, this is very crucial because images are presented as 

evidences in court of law as various scenarios such as part of financial documents, Medical documents, and news 

items. 

A Digital image life cycle has three phases where it can be represented, which is acquisition, Saving and Editing. 

While it is in acquisition phase the diaphragm manages the amount of light from the scene that falls onto the image 

sensors, whilst the shutter speed controls the time of the exposure and the lens forms a coherent image onto the 

sensors. In general, digital cameras utilizes CMOS (Complementary Metal Oxide Semiconductor) or CCD (Charge-

coupled device) as image sensors. These sensors are made from light sensitive diodes which are called photosites. 

The sensor captures data for each single pixel or picture element in an image thus generating grayscale images 
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because the sensors isn’t able to differentiate between colours and the colours of an image is usually depicted as 

mixture of various percentages of the primary colours which is Red, Green and Blue (RGB). The information of the 

colours is gained by using a mosaic of the Colour Filter Array (CFA). 

II. MATERIALS AND METHODS 

The research conducted via questionnaire received a little over the target amount of engagements, which was 50, 

with 54 engagements. The questionnaire participants came from different age groups with the majority from the 18 

to 25, and they were mostly student at university level. Which is the target user for this project. The two alarming 

facts gathered through the questionnaire firstly was that the majority of the participants download digital images 

from unknown sources willingly. Secondly is that they are not aware or have been educated about the types of 

digital crimes, image forgeries and Steganography. The positive fact is that those who knows about steganography 

prefers the Least significant Bit encoding, which is the steganography encoding type that will be implemented in this 

project. Through the observation the data gathered shows that digital images are common attack vectors by hackers 

over the past few years. Especially by sending malicious digital images embedded with viruses and backdoors on 

social media platforms, emails and other internet-based messaging services. Which shows the importance and the 

relevance of this project. 

2.1 Image Forgery Detection Methods 

There are many methods to Image forgery detection methods, and it is classified into approaches passive and 

active image forgery detection. The active approach requires the digital image to be pre-processed for watermark 

embedding or signature generation, furthermore the active approach limits their application in digital forensics 

investigation. Whereas the passive approach techniques do not require watermark and signature-based methods, the 

passiveapproach can be divided into five types (Format based, Pixel based, Camera based, Geometry based, Physical 

environment based) 

 

Figure 1: Digital Image Forgery Detection Techniques [1] 

2.2 Steganography 

Steganography is the hiding of a message within another one so that it’s not detected. Its concept is based that 

the message to be transmitted and it’s not visible. The word steganography itself comes from the Greek word that 

means covered writing. There are several types of steganography encoding or embedding. Steganography also 

occurs in technology it is does by hiding data into a digital media such as images, videos. Steganalysis is the process 

or art of detecting the presence of steganography. Digital Images can be represented in various ways and its 

pervasive application in our daily life nowadays. Hence why it makes it more appealing to hide data inside or within 

a digital image. 
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There are three common criteria or requirements for steganography that is imperceptibility, security and 

capacity. Steganography is vulnerable to certain attacks, these attacks can be either passive of active, hence the need 

of security. Capacity to be successful in hiding the secret message it is useful, if the hiding capacity should be as 

high as possible. Imperceptibility, Stego-Images must not have any highly visible artefacts. There are also certain 

criteria for steganalysis. Furthermore, Steganalysis main objective is to identify whether a suspected or unsuspected 

medium is embedded with any secret data. The method used to analyse a suspicious medium has four possible 

results, which is (TP) True positive, (FP) False positive, (TN) True negative, (FN) False negative. 

(TP), means that the stego medium is classified as Stego-Image correctly. 

(FP), means that the cover medium is classified as Stego-Image wrongly. 

(TN), means that the cover medium is classified as Cover-Image correctly. 

(FN), means that the stego medium is classified as Cover-Image wrongly.[23] 

2.2.1 Image Steganography  

Image Steganography has made progress in the recent years. Researchers has mainly focus on hiding data in 

color images and grayscale images, Grayscale images is considered to be more suitable than color images for data 

hiding. The reason why is that grayscale images is considered more suitable is because the correlations between the 

color components in color images can easily reveal the trace of embedding. Spatial steganography encoding is done 

by the embedding to directly change the image pixel values to hide the data, its embedding rate is most often 

measured by (BPP)bit per pixel. There are several types steganography encoding such as Least Significant Bit (LSB) 

Based Steganography, Multiple Bit-planes Based Steganography and Noise-adding Based Steganography. 

Least Significant Bit (LSB) Based Steganography, is one of the most conventional techniques. It has the capacity 

to hide large secret message into a cover image. The embedding process works by replacing the Least Significant Bit 

(LSB) of randomly chosen pixels un the cover image with the bits of the secret message. 

2.2.2 Image Steganqlysis 

Image steganalysis is regarded as a two-class pattern classification, which aims is to identify whether the testing 

medium is a Stego medium or Cover medium. Image steganalys is divide into two methods universal methods and 

specific methods. The universal method can be utilized to detect various kind of steganography and it does not 

require the knowledge of the type of embedding operations that has been used, its often referred as the blind method. 

the specific methods 

The universal steganalytic method utilizes a learning-based strategy, that involves a testing and training stage. 

Both of the stages are used in the feature extraction step. The function of the feature extraction step is to map a high-

dimensional image to a low dimensional image. The training stage aim is to get a trained classifier. There are 

various types of classifiers such as support vector machine (SVM), neural network (NN), Fisher linear discriminant 

(FLD), etc., can be chosen. The classifier forms decision boundaries to separate the feature space into two regions 

positive and negative regions with the use of the feature vectors that is extracted from the training images. Testing 

Stage Utilizes the trained classifier to classify the image under analysis according to its feature vector. If its feature 
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vector identifies as positive region, it will be therefore classed as a positive class (Stego Image). Contrarily if the 

feature vector identifies the image as negative region, it will be classed as a Negative class (cover Image). The 

process is shown in the figure below 

 

Figure 2: Steganography and Steganalysis [23] 

 

Figure 3: Universal Steganalytic Method [23] 

III. RESULTS AND DISCUSSION 

3.1 Similar Systems 

There is currently several Image forensics Tools in existence, all of them differing from each other but has some 

similar features. The Image forensics tools span from paid and free versions. They are based on different platforms 

some are windows system based some a web based and some are even open source. But they do have their 

limitations. 

3.1.2 Limitations of the Similar Systems 

The main limitations of these above mention tools are that they are limited to analyses JPEG format with the 

exceptions of JPEGsnoop and FotoForensics, when analysing other formats some features are disabled, or they are 

unable to render. The tools also lack cryptographic and steganographic detection. Thus, making them unable to 

identify if there is any hidden data embed in a digital image. Their output is quite complex and do not the access to 

print out the report of the analysis. 
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Table 1: Simliar Systems 

 

In comparison to the proposed tool. It will also contain Image processing and Steganography detection 

components, which is not common component for these tools mentioned above. The image processing feature can 

make manipulated regions stand out in various ways. For example, they can be darker or brighter than similar 

regions which have not been manipulate. The steganography detection tool will have is the ability to detect if there’s 

any embedded data or information in the image. Furthermore, it will have capability report all image metadata 

(EXIF). 

IV. DESIGN 

The programing language chosen to develop the tool is C# programming language was chosen because its 

characteristics such as it easy coding in the syntax is less complex like for example java. Its object oriented which 

will make implementing the Graphical User Interface (GUI) simpler. The nature of the programming language will 

make work well with the proposed software development methodology, which is the scrum method. The developer 

can develop several aspects of the tool and then in the final stages link them together by using C#. Furthermore, the 

tools such as GDI+, which has the proper classes in-built that will make 

The Image forensic tool with Steganography detection has three main core features which is the Image File 

Metadata Extraction, Image Processing, and Steganography detection. The tool itself has the ability to read any 

digital image format available to date. Each of these three core features has sub features included some of the sub 

features are optional for example the save file feature and some are mandatory for example the hashing of report 

feature. 

Image File Metadata Extraction, this feature will require the user to upload or open an image file unto the tool 

and the system will attempt to extract the metadata or exif data of the image file, Then list the data down so the user 

can view it and the user will have the option to save the Metadata gathered by the system into a text file. While 

saving the file the tool will perform hashing using SHA256 hash, so that the data integrity is preserved. 
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Image processing this feature will also require the user to upload or open an image file unto the tool. This 

includes the conversion of the digital image file by using five different image filters and perform thresholding. The 

filters will be utilised so that the user can examine the digital image file. The filters include red filter, green filter, 

yellow filter, grayscale filter and a negative filter. Furthermore, the user has the option to save the processed image 

file in any digital image format. 

Steganography detection, this feature will require the user to upload or open an image file unto the tool as well. 

When the user upload or open the image file unto the system, it will check and analyse the image file to see if 

there’s a file embedded within the image file. If the tool detects a file or text embedded in the digital image. The 

user has the option to extract and save the file or text embedded within the digital image file. 

 

Figure 4: Use Case Diagram for the Image Forensics Tool with Steganography Detection 

V. CONCLUSION 

The Image forensics tool with steganography detection has a lot of merits, as many researchers from previous 

studies has stated. The lack of awareness about digital crimes and digital image forgery was very alarming with 

people sharing and downloading images from unknown sources online. 

This project was able to achieve all its set targets and the tool was successfully implemented. 

The tools three main features image metadata extractor and steganography detection of the tool works without 

any glitches. The other features such as reports saving and hashing also works tremendously well. 

The researcher was able to make thorough investigation. The questionnaire gave the researcher great insight 

about the target users audience, about their online activities. The people who participated in the questionnaire 

doesn’t know how to detect if a digital image has been tempered with or aware that digital image forgery is a crime. 

For further future enhancements to the tool will be to add error level analysis and add more steganography 

encoding to the tool. The error level analysis will permit the user to identify area with different compression areas 
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with a digital image. Reason for suggesting adding more steganography encoding is that hackers most often don’t 

use the most popular encoding to embed malicious file into a digital image file. 
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