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Abstract--- This paper proposes an online account for storing digitized copies of physical smart cards on the
cloud, that are otherwise used for access credentials, subscription to various services, or loyalty programs. Instead
of needing to carry around multiple cards for different purposes, or installing multiple separate applications, they
can all be accessed by logging into the DisCard application on your chosen mobile device, which will use Near-
Field Communication technology in order to emulate the physical card when swiped and scanned. How this
application will work is explained, and why the author believes it is better than the currently implemented solution,
being physically carrying multiple separate plastic cards with embedded chips. Afterwards, a few papers on related
topics are reviewed, with said relation to the application presented, discussed. Results of exploratory surveys
indicating viability in the consumer market is analysed and discussed. Positive impacts of switching to digital cards
rather than physical ones are then brought to light, such as reduction of plastic waste being beneficial to the

environment. Future ideas on improvements as well as limitations of the current application proposed are shown.

Keywords--- Contactless Card, Green Computing, Mobile Application, Near Field Communication, Radio

Frequency lIdentification.

I. INTRODUCTION

Contactless smart cards are prevalent in our current society, whether it be to provide personal identification,
cashless payment, loyalty subscriptions, access restrictions for security reasons and many more. Nowadays, the
average adult’s wallet is weighed down more by the dozens of plastic cards they carry rather than holding paper

currency or coins, which has become increasingly sparse in the advent of the modern age.

Research by Markets and Markets© shows that the market for such smart cards will be worth $21.57B by 2023
from $14.22B at 2018, with the Asia Pacific region holding the largest expected share during this period, with
companies and governments of developing countries in the region such as Malaysia, India, China and Thailand,

using smart cards for authentication and payment. [1]

Smart cards such as the aforementioned, similar to other cards as per the ISO/IEC 7810 ID-1 standard are
85.60mm wide and 53.98mm tall, with a width of 2.88-3.48mm. [2] They use Near Field Communication (NFC), a
subset of RFID (Radio-Frequency Identification), which is turn is one of the methods for Automatic Identification
and Data Capture (AIDC).
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RFID uses electromagnetic fields to automatically locate and identify tags using radio waves, in which NFC is a
subset which utilizes high frequencies, operating at 13.56MHz frequency signal with bandwidth not more than
424KDbit/s, designed for close range secure data exchange. As opposed to older proximity cards which operated at
125kHz, the higher frequency of transmissions allows for substantially more data in less time, letting more data be
stored in modern cards. On the other hand, it also means that the range of modern cards are shorter, which is actually
advantageous as it decreases the possibility of card skimming or unintended scanning, as the card has to be far closer

to the scanner for it to work than was necessary in earlier models.

The same technology is used in mobile phones today, which can allow it to operate in card emulation,
reader/writer, and peer-to-peer, occurring between an NFC reader, a passive NFC tag, or another NFC capable

device — such as an NFC enabled mobile or tablet — respectively. [3]

Il. MATERIALS AND METHODS
2.1 Previous Studies
2.1.1 Security Vulnerabilities of RFID Card and User Authentication

In the paper by Adeyemi and Bt. Ithnin, they review the vulnerabilities with RFID cards, such as illegal tag

cloning, physical damage to the tags, skimming, spoofing, relay, clandestine tracking and many more. [4]
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Figure 1: Relay Attack

Skimming, relay and clandestine tracking are both methods used by malicious hackers that take advantage of the
promiscuous nature of smart cards, as they do not differentiate between readers, or a specific time or place, and will
transmit to any reader as long as it is within range, without the owner even being aware of it.[5] Thus, skimming,
where a malicious attacker surreptitiously brings a reader in range of a card in order to make transactions, or
illegally copying and cloning the tag via relay is possible. This way, it becomes possible to break into places,
impersonate identities, engage in theft, and many other such criminal activities. It can also be used for clandestine
tracking, whereby the owner can be tracked by keeping track of the RFID card they are carrying and the signal it

gives off, for stalking, kidnapping, burglary or even murder.[6]

The inherent promiscuity also causes interference with scanning cards intentionally as well, such that the card
holder would be unable to scan a specific card on a reader as other smart cards they possess in range of the scanner
(such as if all of said cards are in a wallet) will also transmit the signal, thereby causing error, therefore having the

card holder consciously act to avoid such a scenario by making sure they only have the card they need in range.
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The other problems of RFID technology, such as man-in-the-middle and denial of service are not as easy to
solve, but the solution proposed in this paper would solve the problems highlighted above caused by RFID card
promiscuity and constant signal transmission. In a mobile device, NFC features can be turned on when needed, kept
off most of the time, and won’t even transmit a signal when it is not in emulating card mode. Thus, the timeframe
for the attacker to conduct a skimming attack or surveillance is lowered to an infinitesimally small chance,

essentially providing a viable solution.

Adeyemi and Bt. Ithnin propose a few of their own solutions as well, one such being a fingerprint authentication
on the smart card such that it will only transmit when the user’s identity is verified by scanning their fingerprint on
the card, both ensuring the identity of the owner and preventing card theft, as well as reducing timeframe of signal
transmission only to when needed. Conversely, this would increase the production cost of the card that would be
borne by consumers, as well as make it more physically vulnerable to damage and breakage such that any scratches
that render the fingerprint scanner non-functioning would essentially mean the card is no longer usable. In the
writer’s opinion, we already possess a more durable device that we carry around all the time that has necessary
biometric sensors or other forms of authentication to verify our identity, that being smartphones. Thus, such a

consolidation is not only more effective, but also more efficient. [4]

2.2.2 Environmental Damage caused by Smart Cards

Smart Cards are wasteful and excessive in production, the use of plastic and embedded circuitry therein, as many
cards such as personalized cards used for loyalty and credit or debit cards are not reusable and will be destroyed at
the end of its usage cycle. Even the cards produced that can be reused in the short term will eventually be rendered
obsolete, such as the access cards to a residential building that will eventually age and be demolished, rendering all
physical cards defunct. Disregarding that as well, most cards are not durable and fairly flimsy, prone to bending and

other such damage.

Figure 2: Plastic Pollution in Ghana

Plastics are chemically made resistant to natural degradation, and is considered a major environmental pollutant,
such that even if it wears and tears beyond usability, it merely breaks down into smaller pieces, not base chemical
components, and thus retain their composition without composting, making it often toxic to ingest. [7] This has an
adverse effect on wildlife habitats, especially marine animals, due to ingestion of plastic waste and exposure to

chemicals therein. Thyroid imbalance and carcinogenic effects have also been found in humans.
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According to the paper by Finkenzeller, in both 1994 and 1995, around 1 million such smart cards were
produced annually for the purpose of public transportation alone, whereas that figure rose quadruple fold on both
1996 and 1997. [8] Not only that, but there is also the carbon dioxide emissions during the production of the card to
consider. Investigation by TruCert Ltd on behalf of MasterCard International showed that the average physical
polyvinyl chloride (PVC) card has a CO2 footprint of 21 grams, which truly comes up to a massive number when
considering the sheer widespread usage and scale. [9] PVC if burnt intentionally or not, releases extremely toxic

dioxins, especially noticeable in situations such as landfill fires.

In the article by Géczy et al., biodegradable plastics are proposed as an alternative in the creation of smart cards,
for a greener solution as the materials would then naturally compost without any problems. As such, they developed
such a prototype using a cellulose-acetate biopolymer based printed circuit board, with a detailed analysis on the

manufacturing steps in regard to low cost mass producibility. [10]

In the author’s opinion, it is indeed a better solution in terms of what we have now, but making the plastic
biodegradable does not eliminate the carbon footprint of its manufacturing. It still requires energy to manufacture,
and is not the ideal green solution. Biodegradable polymers still take time to break down, can still be considered a
pollutant as it ruins the appearance of coastal areas, and can still be hazardous to swallow for marine life, lack of

toxicity notwithstanding.

2.2.3 Multipurpose Smart Cards

Another solution proposed in order to reduce number of smart cards used, possessed and manufactured are
multipurpose cards that fulfil various functions, such as access control, electronic wallet, identity verification, and so

on.

Malaysia is the first country in the world that has a smart national identity card which has an embedded
integrated circuit, including both fingerprint and holder’s picture stored inside, as well as other basic information of
the cardholder such as gender, address, religion and ethnicity. It can also, as part of the Malaysian Government
Multipurpose Card (GMPC) Initiative, serve as a driver’s license, public key, electronic purse, health card, an ATM

card, as well as other functions. [11][12]

Similarly, Bodake et al. proposes a similar multipurpose national identity card that can be used for voting, train

ticketing, and ATM transactions, citing convenience and security.[13]

In fact, such cards are already in widespread usage among universities, where a single card can be used to store
money and make cashless transactions in the campus, whether it be at the store, cafeteria, parking, miscellaneous
paid services such as printing or paying for bills at the university hostel or accommodations. They can also be used
in order to take attendance in classes, queue at counters, as well as ultimately prove they are a student as well, with

access to certain parts of the university that may be limited to those studying a particular course.

A paper in 1999 by Welikala et. al. proposes the idea of such a multipurpose smart card in Australian
universities, and claims that over a hundred such implementations have already had worldwide success, including in

New Zealand, by that point in time. Thus, it can be said this is a fairly old concept, but having a resurgence now
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with increased ubiquitous computing and RFID applications, especially in developing countries. [14]

While this does indeed decrease the use of plastic cards by consolidating the function of several into one, it does
not eliminate it entirely. Although admittedly, this is better than most smart cards manufactured and used now, with

a single purpose.

2.2 Problem Statement

Smart Cards are being increasingly used for various purposes, whether it be for loyalty memberships cards,
access control to locations such as private residences or corporate workplaces, as well as for ticketing purposes at
toll booths and train stations, as well as other forms of cashless payment. Take for example an average Malaysian
middle-class adult living at a rented apartment in a condominium, with a managerial position at a company. They
would likely have an access card for the condominium, another card for access to restricted locations at the
company, another card for tolls and parking if they drive or to get into the train, around two credit or debit cards, and
perhaps one or two loyalty cards for their often frequented retail, restaurant, or another service chain. That’s a total
of six to seven cards, and this could be hard to keep track of, easily lost, damaged or stolen. Not only such but
several of them are necessary in daily usage and thus have to be kept on the person, putting unnecessary burdens on

one’s pocket.

Their production and disposal causes harm to the environment in terms of plastic pollution, carbon emissions
exacerbating global warming, with common materials used in their production breaking down into smaller pieces

that are toxic when ingested or inhaled after being incinerated.

They also have vulnerabilities in terms of security, which are especially crucial as some use cases of cards are in
payment, and many of which can be solved by the proposed solution.
2.3 Aims and Obijectives

This study aims to investigate the feasibility of and propose a mobile application that can store virtual copies of
physical smart cards and use the mobile’s NFC card emulation feature in order to replicate their use without carrying
them around, reducing and eventually aiming to eliminate their usage completely, providing a more secure, cheap

and green solution. As such, this application should be able to:
e Create an online account that can act as a secure smart card repository, which can be accessed from any
mobile device by logging into the application.

e Read and copy the information stored in a smart card into the online account, such that the mobile phone can

be used in lieu of the card with no observable differences.
e Locking application with pin, pattern or biometrics for additional security.
e Enable NFC in phone only when reading, or emulating card, preventing unintended transactions of the card.

e View list of devices connected to the account, including device name, mac address and location. Give option

to disconnect a device after additional step to verify identity.
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2.4 Research Questions

In order to develop the application to both justify a need for it and identify the affected parties, to see whether it

is an impactful and a profitable product, the following questions needed to be answered:

e How many smart cards do the average individual carry around on their person daily?

o ldentify percentile of individuals that experienced and commonality of smart cards being lost, stolen,
broken, skimmed, and/or cloned illegally.

e Degree to which smart card owners that own smartphones — or are willing to buy such devices for new

added convenience — would be willing to switch to virtual smart cards.

2.5 Research Methodology

A questionnaire based survey was conducted with both physical questionnaires distributed at random points
across the road at different locations, as well as an online one concurrently. This is a form of convenience sampling
as it simply looks for the most accessible, taking into account the results of anybody that fills in the online survey or
approaches to do the survey on the street. The purpose of this was to ask them how many cards they carry and if
they had experienced cards being lost and such (with an optional section to provide details about said incidents), as
well as whether they would use an application such as DisCard on their phone to replace their cards. Such a
convenience sampling based survey is low in cost in both time and money, since the questions are simple and can be
easily answered by anybody fairly quickly as it does not require expert knowledge. The questions asked are also all
objective such as quantifiable values, leaving no room for the usual flaws of convenience sampling, which is that
groups of friends and relatives may provide answers convenient for the author — that is, as long as the author does
not inform them of the purpose behind the questions, and which results are ideal. By itself, the number of cards
owned has no right or wrong answer to be interpreted. This allowed for a large fairly unbiased sampling size, to get
as widespread a dataset as quickly as possible in the initial stage in order to plan and proceed from there based on

the results.

111.RESULTS AND DISCUSSION
3.1 Survey Results

A total of 23 people were questioned on-site as well as 44 online (totalling 67), and they reported the average
cards carried to be 3.5, which may have been skewed due to the fact that the location the survey was carried on was
at a Malaysian University which uses smartcards as both National Identity cards as well as a card used to access
services on University premises. The online survey was also disseminated through using University students and

author’s colleagues, which meant the respondents were mostly of the same demographic and peer group.

None of the questioned reported any incidents of smart cards being cloned or skimmed, however one did note
that their smart card was stolen to secretly access their premises which was protected by RFID access control. 7
reported mild scratches and bends, however only 2 of them noticed any possible degradation in functionality and
effectiveness such as range or accuracy. As such, while RFID does have glaring technological security

vulnerabilities, evidence suggests that misuse of said vulnerabilities for maligned purposes are not commonplace, at
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least not yet, whether it is due to the stalwart efforts of local law enforcement or the average criminal lacking the
knowhow. Rather, accidental physical damage to the flimsy cards remain the relatively larger issue. However, the
possibility still remains, and it is likely that the respondents perhaps are simply not lucrative enough targets for

criminals sophisticated enough in terms of knowledge and technology to attempt such a heist.

As far as 45 of the respondents claim to have left behind or lost (temporarily or permanently) a smart card
somewhere at some point in their lives, with as many as 39 amongst them claiming this caused them undue distress
as the cards were important, not merely loyalty cards and such. On the other hand, the follow up question of whether
how many of the respondents left behind or lost (temporarily or permanently) their smartphones, only 14 claimed to
have done so, likely as it was simply something they paid more attention to and thus had more awareness of in their

day-to-day life.

All of the respondents owned smartphones with the minimum capabilities required of the proposed application,
and an overwhelming 61 of 67 agreed the idea was promising and to at least use it on a trial basis. This may, once
more, be skewed as the demographic in question is rather tech-savvy, whereas it may not be so well received by the

older populace, which the survey unfortunately did not take into account as much.

3.2 Proposed Solution

The DisCard application will allow all users of smart cards to essentially discard them, using emulated versions
on their mobile phones instead. This will in turn be more secure, convenient to carry, and easier to share as well as
access. This will also benefit the environment as future developments will completely be rid of card cloning
altogether and merely cards existing and issued in virtual space, leading to a reduction of plastic manufacturing
which means there is less plastic pollution but also less carbon dioxide emissions to the atmosphere, thus reducing

the anthropological effect on global warming.

The application requires an android or iOS smartphone with NFC connectivity, so that it can be installed and

used.

Upon installation, the user will be prompted to register or login if they already have an account, which will then

link the device to the digital cards associated with that account stored remotely on a server.

On logging in, the application will synchronize with the server data, downloading the card information into the
mobile storage so that the card emulation functions can be used offline. This is less secure but important as some use
cases of smart cards involve locations such as underground railway stations where the mobile might not have

cellular range.

After initial registration, user will be briefed on how to read in a smart card, as well as prompted on setting a
security feature for successive accessing attempts, whether it be pin, password, pattern, or biometrics such as

fingerprints or face.

The application uses push-based messaging so that any new cards added to the account will automatically be
synced with all the client devices associated with that account. Thus, a parent can let his/her children log into his/her

DisCard account in their own devices in order to use payment cards and such, but also disconnect any of their
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devices just as easily by being able to view connected devices using the application. This works even in the case of
the device being stolen, as the actual owner of the account can log in from a different platform and disconnect the

stolen device from the account.

When cards are successfully synced with the device from the server or newly added through reading a physical
card, it can then be emulated in place of the actual card. When the card is to be used, the application can be opened,
and the card to emulate selected. For security purposes, the selection will enable NFC to emulate the card for 10
seconds (a duration that can be adjusted or disabled if the user wishes), before it automatically turns back off,

preventing it from being skimmed or read unintentionally.

Figure 3: Mobile Payment with NFC

The application has a recurring fee as the costs to maintain the servers and databases storing the account data, as
well as the infrastructure to communicate seamlessly with multiple devices, a dedicated team for penetration testing
and security due to the sensitive nature of the data, in order to prevent payment cards from being used by hackers. It
would also not only require bug fixing, but iterative improvements based on new technology based on new devices,
improving functionality and graphical user interface (GUI). Thus, in order to cover the costs as well as keep a profit,
the device can serve advertisements in the form of banners to users, with a premium subscription option to remove
the advertisements (freemium). The free account features can also be limited to two or three devices, and limited

number of cards, with a subscription to store more cards and log into more devices at once.

3.2.1Limitations and Future Improvements

As opposed to physical smart cards, smartphones can run out of charge, after which it would no longer be able to
emulate cards. Conversely, this is not that much of a concern as, phones being as pervasive in daily life as it is now,
it is rare and unexpected to reach such a situation, with no way to circumvent it, whether it be a portable charger or

power bank.

Secondly, instead of replicating multiple physical cards after purchasing them, this is still in fact not an effective
solution in terms of environmental conservatism and efficiency on all other observable metrics, as one would first
need to possess the manufactured plastic card and replicate it before using it. This application is still a temporary

Band-Aid and not a true permanent cure, as it relies on the premise of there being a physical card, thereby this
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solution at its current stage cannot get rid of smart cards permanently. Instead, if in the future DisCard can directly
link up with companies as a platform similar to Amazon or Grab, where end-users can be both companies or other
organizations that issue virtual cards as well as owners and users of said cards. It can allow for businesses and gated
communities and such to temporarily issue a virtual card which will be stored in the consumer's account, and revoke
said permissions later. This would especially work in places such as condominiums, where people not returning their
smart access card upon vacating the premises can later than use the card if the office forgot to cancel it. With the
application, card permissions can be made to expire, and this could be applied to any entrance, whether it even be

road tolls or getting an entry into the club for a single night only, or gym memberships with monthly renewal.

1VV. CONCLUSION
Whilst not necessarily the optimum solution yet, DisCard is a way forward in order to reduce usage of plastic

contactless smart cards, which not only have countless security vulnerabilities, being scanned by any scanner in
range, and are also easily damaged, lost or stolen. They are also harmful to the environment — its production and
continued existence without breaking down, as well as the toxic fumes released when burned by most of the
materials used in making such cards. By using NFC technology embedded in mobile phones to emulate card
functionality, hopefully it is a step forward to completely get rid of plastic smart card usage altogether, as their

continued usage is not a very smart decision.

While DisCard in its current iteration is a stopgap measure, its future iterations as highlighted in section 9 has
potential in the author’s opinion to completely replace the smart card industry, taking over the current market of

existing users.
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