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Abstract--- The Internet of Things (10T) is an emerging technology where smart devices are flawlessly connected
to the world using the internet to provide common goals and objectives such as aiding home automation service.
Research on the usage of 10T devices being done and based on statistics showed that this technology is demanding
nowadays and it shows increasing trends over the years. Influence factors towards loT usage are also being
discussed in terms of available infrastructure such as network connectivity, 10T devices and security technology to
protect the environment. Other influence factors such as ease of use, social impact and trust are also being
considered. Several Intrusion Detection systems such as Snort, Suricata, Bro and security Onion are being analyzed
to identify the best services to be implemented for the proposed system. A survey is taken for the purpose of this
research in order to obtain the public’s concern and opinions on IoT security that critically examined with
supporting evidences. The outcome of this paper is by proposing a framework of Intrusion Detection System for 10T
Devices in Smart Home based on research and survey conducted.
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I. INTRODUCTION

Internet of Thing (IoT) is a technology emerging Internet based technical architecture where everyday devices
are connected to each other and to the user. This technology is rapidly increasing and getting cheaper and cheaper to
use and more available for everyone. As there is no stop for this technology to rise there are many concerns which

can affect society in a security perspective.

Intrusions Detection System, which is basically software that can detect unusual activity in a network and report
the user. This technology can be used along with Internet of thing (10T) devices to connect all the 10T devices in a
smart home. The user will be able to monitor and also detect if the devices have been breached by any hackers when
all of these devices are connected to the intrusion detection system (IDS). Internet of Things Devices are increasing
in demand day by day, especially in the normal households where people make use of 10T devices to ease daily task
and operation, the global smart home market is expected to grow to USD 119.26 billion by 2022 [1], this huge

investment in 10T smart home technology is proof that the demand from the customer side is increasing drastically.
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Figure 1 illustrates the general idea of how the system works, all the 10T devices in the house are protected by
the “Green shield” made by the IDS in the computer metaphorically. This shield will protect the house; if the shield

is “touched” by an intruder the IDS will alert the owner of the house.

Figure 1: IDS System for Smart Home with loT devices
According to a recent forecast by market research firm Gartner [2], our homes will become a whole 10T smarter

over the next few years. Gartner expects the so-called Internet of Things to break through to the mainstream,
predicting the number of smart objects in use worldwide to reach 25 billion by 2020. This revolution expansion of
10T devices will bring security issues where at this point an Intrusion Detection System is needed to protect all the
10T devices from being compromise or attack by intruders.

The Internet of Things covers a wide range of products: from consumer products such as Nest's smart
thermostats (Nest was recently acquired by Google for $3.2 hillion) to intelligent street lighting that could help
governments save energy - the potential for connected objects is basically limitless. Gartner expects a certain degree
of connectivity to become the standard for everyday products, meaning that smartphones might soon become even
smarter, as they turn into a remote control for everything from refrigerators to lamps and washing machines. Figure
2 shows statistics of the growth of 10T devices for smart homes [3]. Based on Figure 2, the green bar represents the
10T for smart home consumers, yellow represents loT for corporate offices consumers and the blue represents loT
installed in cars. It shows increasing trends of 10T devices used in different area across the years. This statistics

shows the growth of 10T devices usage among the users around the world.
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Figure 2: The loT Usage Worldwide [3]
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Il. MATERIALS AND METHODS
The statistic below show the number of Internet of Things (1oT) usage among Asia Pacific users from the year

2013 to 2020. In 2018, 7.02 billion 10T units were in use in the Asia Pacific Region [4].

2013 2014 2015 2016* 2017* 2018* 2019* 2020%

Figure 3: The 10T Usage in Asia Pacific region [4]
Figure 3 shows the statistic of 10T Users in Asia Pacific region [4]. The graph shows the growth trend of loT

usage among Asia Pacific user from the year 2013 to 2020.
2.1. Influence Factor towards loT Usage in Household

Recently, 10T is one of the latest technologies, which have revolutionized in various fields and the most
important developments in household that led to the adopting this type of technology. The initial smart home service
was promoted through the automation of the domestic system, aiming for convenience, comfort, stability, amenity,

health, reduction of household labor, and energy efficiency.

Since then, developments of the wireless Internet and smart phones have extended the concept of a smart home
to services that can be remotely controlled anytime and anywhere. In the 10T era, household electrical appliances
and information and communication devices are interconnected, and the smart home is developing into a form of an
artificial intelligence service that operates by self-understanding the behaviors of the residents. Therefore, the smart
home in the 10T era is a concept that adds interconnectedness to the traditional characteristics of automation and

remote controllability [5].

Service stability, security, and privacy also have been suggested as important factors that may hinder user
acceptance. These factors can be summarized as the reliability of the service. The smart home environment is a
factor that must be considered because it is closely related to the user’s life and can cause serious damage in the case
of a dangerous situation. Thus, automation, remote controllability, interconnectedness, and reliability can be

summarized as crucial factors for accepting a smart home service.

What people wants in a smart home is the ability to control 10T devices remotely. This is a core feature of a
smart home system since users prefer to instantly control smart home services such as controlling lamps, curtains,
and information appliances [5]. However, to design an intelligent and remote-controllable smart home system, a
network connection is essential. Many networks exist with a variety of features such as Bluetooth IEEE 802.15.4, Z-
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Wave, and Wi-Fi. To enable remote control, networks should be standardized and interconnected to expand the use
of smart home services. Most electronic devices support the Wi-Fi protocol, which allows home devices to be
controlled by mobile devices. When remote control is possible, the general concept of smart, anywhere and anytime,

can actually be implemented [5].

Many researchers tried to determine the factors that affect the acceptance of 10T by customers. As according to
LinglingGao et al worked to investigate factors that might affecting on accepting 10T in daily lives in China, where
they used Technology Acceptance Model (TAM) as a theory accepting model, and their investigation included
around 368 respondents. However, the results indicate that the most important factors that may affect the behaviour

of users are perceived ease of use, social impact, and trust.

All perceived behaviours played a significant impact on user intent [6]. While, in UK the researcher, Bushra
Alolayan et al attempted to discover the factors that affect the consumer through the adoption of the smart
refrigerator by students. Thus, the results indicated that the most important factors that had a huge impact on
consumer intent were the social factors such as cost, concern of this technology, as well as Perceived usefulness, and

perceived ease of use as technical factors [7].

Since the concept of 10T is still new, researchers have attempted to conduct qualitative studies in order to
determine the factors that have high influence the user’s intention to use this new technology. Such as the research
that conducted by Acquity Group, that examined the concerns of customers in adoption of loT, where they
conducted a survey which involved around 2000 customers in the United States, and through that they found that the
awareness of technology, interest , as well as its cost , linking with security and privacy issues were the most
important concerns of customers and the most factors that hinder their desire to adopt such technology [8]. However,
as the 1oT industry continues to grow, there is a need to develop a framework that enhance the security of loT

devices in the household and that is the main purpose of this paper.

I11.A REVIEW ON INTRUSION DETECTION SYSTEM
There are several Intrusion Detections System that available and can be used in any kind of networks depending

on the configurations from the user. Some of that system is as discussed below.
3.1. Snort

Snort is an open source network intrusion detection system (IDS) and prevention system developed by Marin
Reosch. It has multiple core features which makes it stand out from most of the other IDS such as real time traffic

monitoring and analysis, detect malicious payloads or suspicious activities in the network.

Snort is dependent on “libpcap” which is a library used to capture packet in the network, this tool is used in
TCP/IP traffic analyzers and sniffers. Snort can detect a variety of attacks such as buffer overflow, common gateway
interface (CGlI), denial of service attacks, SMB probes and stealth port scan. When an attack is detected snort alerts
the user with a pop up windows and saves logs in the “syslog” which is a separate file for alerts in linux for Snort

[9].Figure 4 below shows the alert page for Snort.
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Figure 4: Alert Section of Snort [10]
Snort was tested by the “European network security testing organizations” also known as NSS group, it was

tested along with 15 other Intrusion Detections Systems developed by many different big shot companies such as
Cisco, Symantec, Computer Associates and many more, Snort incredibly enough out-performed all the competitions

and still remains one of the most powerful open source IDS [9].
3.2. Suricata

Suricata is an open source Intrusion Detection System (IDS). It is an Inline Intrusion Prevention system (IPS)

and a Network Security Monitoring systems (NSM) and it can perform offline pcap processing.

The complexity of this software is really high, which makes it very powerful and an extensive signature-based
IDS, it has powerful Lua scripting support which can be used to detect complex and sophisticated signatures in the
network. It is developed using standard input and output formats like JSON and YAML integrations which makes
database reading effortless, fluid and fast. Suricata is developed from a fast-paced community which highly focuses
on security, usability and efficiency. The Suricata project is owned by Open Information Security Foundation

(OISF) which is a non-profit organization. Figure 5 shows Suricata in the network flow monitoring page.

Figure 5: Suricata network flow [11]

3.3. Bro

Bro is another great free IDS and Intrusion Prevention System (IPS). This software supports Linux, Unix, and
Mac OS. Bro uses network-based intrusion detection methods. While tracking the network for malicious activity,

Bro also gives statistics on the performance of your network devices and traffic analysis.
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The detection rules of Bro operate at the Application Layer, which means that it is able to detect for signatures
across packets. Bro also has a database of anomaly-related detection rules. The detection stage of Bro’s work is
conducted by the ‘event engine.” This writes packets and suspicious events to file. Policy scripts search through the
stored records for signs of intruder activity. The user can also write its own policy scripts, but they are also included
with the Bro software [12]. As well as looking at network traffic, Bro will keep an eye on device configurations.
Network anomalies and irregular behavior of network devices are tracked through the monitoring of SNMP traps.
As well as regular network traffic, Bro pays attention to HTTP, DNS, and FTP activity. The tool will also alert the
user if it detects port scanning, which a hacker method is used to gain unauthorized access to a network. Figure 6

shows a screenshot of the application [12].

Figure 6: BRO Screenshot [12]
3.4. Security Onion

It is a mixture of IDS solutions, and anyone can get Security Onion system for free. The developers took
elements from the source code of Snort, Suricata, and Bro and stitched them together to make this free Linux-based
NIDS/HIDS hybrid. Security Onion is written to run on Ubuntu and it also integrates elements from front-end
systems and analysis tools including Snorby, Sguil, Squert, Kibana, ELSA, Xplico, and NetworkMiner [13].
Although Security Onion is classified as a NIDS, it does include HIDS functions as well. It will monitor your log

and config files for suspicious activities and check on the checksums of those files for any unexpected changes.

One downside of the Security Onion’s comprehensive approach to network monitoring is its complexity. It has
several different operating structures and there isn’t really sufficient learning material online or bundled in to help
the network administrator get to grips with the full capabilities of the tool [13]. Network analysis is conducted by a
packet sniffer, which can display passing data on a screen and also write to a file. The analysis engine of Security
Onion is where things get complicated because there are so many different tools with different operating procedures
that you may well end up ignoring most of them. The interface of Kibana provides the dashboard for Security Onion

and it does include some nice graphs and charts to ease status recognition [13].

Both signature-based and anomaly-based alert rules are included in this system. The user can get information on
device status as well as traffic patterns. Figure 7 shows a screen shot on how Security Onion capturing and display

the information to the users.
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Figure 7: Security Onion Screenshot [13]

1V. USERS REQUIREMENT ANALYSIS
Questionnaire were successfully distributed to people with more than average technical knowledge to ensure

high quality answers from the respondents, a number of 49 responds were taken and analyzed in this section.

Somewhat .
important, 2, 4% the Importance of IDSto |oT Device Users Notatall
T Notso important, ___important, 0, 0%

R Y

Figure 8: The Importance of IDS to IoT Device Users
Based on figure 8, the researcher can clearly understand the importance of using an Intrusion Detection System

for Internet of Things devices in smart home is “Very Important” as a 71% of the respondents clearly have stated.
This result further confirms the impact that the proposed system will make if it is released as a product to the real
world. Furthermore, the researcher Philokypros [14] has mentioned the risks and raise the importance of using loT
devices without an IDS installed in their home, because most of the 10T devices are build unsecured.

Security Strength of 1oT Devices

High,3,6% _ Very High, 0, Very Low, 2,4%
0% i

Figure 9: The Security Strength of 10T Devices
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Figure 9 shows that 57% responds thinks that the security for 10T devices in homes is moderate (Medium), this
further proves that security for 10T devices is not being taken seriously by industries and application/system like the
researcher is proposing must be used to increase the strength of security. It has been mentioned by Affinity Security
Service [15] that “the security of these newly interconnected devices is often weak or non-existent”, this means that

10T devices have weak security furthermore supporting the results collected by this question from the respondents.

Security Breach Notification

Figure 10: Security Breach Notification
The highest vote to notify the users if there is any security breach is “Through the application itself” with a

percentage of 57% from 28 respondents. The responds from this question has a high impact on the development of
the system as the researcher will implement the “notify” feature depending on the highest voted answer or highest
demand from the end user/future user. This concludes that the researcher will be developing the system in such a
way that the notifications will be sent through the application itself. Most of the other IDS in the market or open

source alerts/notify the user thought the application itself as explained in Intrusion Detection Review section.

Rank Options First choice M M W Lastchoice
1 Hacking cardiac devices such .. I Nl
2 Hacking smart cars to cause a... [ |
3 DDoS attacks on CCTV camera [ ]
4 Hacking Smart Locks - -_
5 Hacking WiFi baby heart moni... | _—

Options Rank Percentage

Hacking cardiac devices such 1 53.1%

as pacemakers used to control

heart functions to prevent heart

attacks

Hacking smarit cars to cause 2 16.3%

accidents

DDoS attacks on CCTV camera 3 16.3%

Hacking Smart Locks 4 12.2%

Hacking WiFi baby heart 5 2%

monitor

Figure 11: Attacks for 10T Devices
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Based on figure 11, the highest rank with a percentage of 53.1% is the attacks regarding health care, which is a
critical factor regarding health of a person. The second in rank is the hacking related to cars that causes accidents
with a voting percentage of 16.3% which is not really that high or concerning. The researcher and author Michael

Peters [16] has mention in his article that medical 10T devices are the most targeted devices from hackers.

Table 1: Information needed for log file or report generated

Options Responds | Percentage
Time of when the detection occurs 39 31%
Graphical view of the bandwidth 21 17%

Type of attack attempted by the hacker 40 31%
Graphical view of types of traffic, e.g. TCP, UDP, ICMP and Postscan | 25 19%
Others: 2 2%

1. “Source IP, physical location, attacker's details”

2. “All possible details”

Table 1 shows the information that needed in the log file or report that generated by the system. Information
such as “Time of when the detection occurs”, “Type of attack attempted by the hacker” and “Graphical view of
types of traffic, e.g. TCP, UDP, ICMP and Posts can” have the highest votes with 31%, 31% and 19% respectively,
which shows the importance for the system to provide/generate these reports to the user. The demanded report from

the IDS also matches with several other IDS system that discussed in IDS system review section of this paper.

V. PROPOSED SYSTEM FRAMEWORK
Figure 12 shows the framework of IDS for loT devices in smart home.

! Packet 3 Rules \\
! . Compiler to i 1
! Sniffer | — Malicious USER
! . 5 match !
| using Pcap4j P — V| signatures to |
! Java library P! be matched H
! |

—>

IDS core mechanism

Alert
system

Block
source of
intrusion

IDS GUI

loT \ { loT [ .
\ Devicel / | Device2 | |\ i ) L S — A

10T home environment

Figure 12: Framework of IDS for IOT devices in smart home
There are 3 samples of [oT devices which are placed in the “IoT home environment” as shown the in framework.

All the traffic from all the 10T devices that connected to the system will travels through the IDS which is the
proposed system. The IDS core mechanism consist of a packet sniffer which uses Pcap4J Java library to capture
packets in the 10T home environment, then a compiler is used to match the packets with the rules given by the user
to identify any suspicious network activity. If there is any suspicious network activity identified by the system, alert
will be displayed and the system will block the unwanted or suspicious packet. All the data captured by the system

will be tabulated to generate the log file and the report which is in graphical view.
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V1. CONCLUSION
The Intrusion Detections System (IDS) for Internet of Things (IoT) application is highly recommended for

specific individual that owns 10T devices in their homes. Nowadays this technology’s popularity is growing
exponentially. It is predicted that the number of 10T devices connected to the internet will grow at rate of 23.1%
from 2014 to 2020 annually, reaching 50.1 billion 10T devices by 2020. (Press, 2016). The global growth of in
economy of 10T for smart homes shows that demand will increase a lot and companies are following the trend,
which leaves millions of target customers for the use of the system proposed in this paper, the Intrusion Detection

System for Smart Home 10T devices.

The literary review on several Intrusion Detection System were contributed to the construction of a new
conceptual framework of Intrusion Detection System for 10T devices in Smart Home System. User requirements
being gathered through the online questionnaire. All the 49 respondents’ feedbacks were analysedin considering

services and system features that needed to protect the 10T devices in Smart Home System.

The proposed framework is integrated with the hybrid intrusion detection system with anomaly-based intrusion
detection technique. This techniques is comparing normal data pattern created based on data from normal users and
current data patterns in an online manner to detect anomalies. Any phenomenon that probably being created by
hacking tools will be alert by the system and log file is generated. The suspicious packet will be blocked based on

the rules created to match with the malicious signature stored in database in IDS core mechanism.
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