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ABSTRACT-- This current scenario computing technology used in various fields like data collection, data 

processing, data retrieval, data storage etc.  Computing power is also used in banking field.  The entire banking 

activates of modern banks are controlled by computers. Online banking allows the users to access their bank 

accounts and makes any transactions without any visit of the branches of the financial institutes. Online banking is 

also called as internet banking or web baking. Online banking provides many favors to the users. This is an 

electronic payment system which allows customers of the bank or financial institutes to conduct transactions 

through financial institute’s website. SOAP is a particular protocol for performing RPC.  RPC refers to remote 

procedure calling soap is a messaging protocol specification for transfers structural data in the implementation on 

the web service in the computer. Soap refers to the simple object access protocol which is an internet protocol 

Banking is full of strict because of security reasons. Here Soap is implementation on the online banking for better 

security. 
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I. INTRODUCTION 

Traditionally all banking transactions are done manually.  Banking data also maintained in paper format.  Due 

to the growth of technology computers plays a important role in banking sector.  This digital world most of the 

banking transactions are performed through online.  Online Banking reduces the man power and also time. In this 

busy world people would like to choose online banking account.  Online banking facility provides a help to interact 

with various customers throughout the world, banks in various countries and other servicing sectors also.  For that 

reason distributed systems are increased.  This system is allowed to access the same data from any part of the 

world.  The most advantage of the online banking is convenience, but now a day’s some money hackers steal 

account details and misuse the accounts. It leads to some critical situation. Online Banking also called as internet 

banking or Web banking. It reduce the time were there is no need to go to the financial institutes for the transactions 

of the funds. But to overcome this here we use SOAP. Soap protocol provides offers better security for our financial 

account. SOAP is constructed upon the XML specification and works with the HTTP protocol. This makes it a 

perfect for the usage within web application.   
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The remaining section of this article can be organized as follows: section 2 elaborates the various security issues 

are available in banking sector.  Section three deals with existing research works are already done in on line 

banking.  Section four shows the overview of banking sector and section 5 discussed the proposed system results.  

Section 6 concludes the current SOAP online banking system. 

              

II. SECURITY ISSUES IN BANKING SECTOR 

Security threat in banking sector can be divided into two type’s internal and external threat.  The important 

internal threats are leaking the bank data, careless action by the user and target like theft.  The major external 

threats in banking sector are using electronic methods hack the data, entry of unauthorized users, viruses and spam 

messages.  

In banking section the authentication can be provided y using two methods user authentication method and 

data source authentication method.  In the user authentication method make the identity by human.  Data source 

authentication method the data is expected from specific authorized source.  The important authentication method 

is SMS authentication.  In this method the bank send the sms to the user’s mobile devices.  Using the specific SMS 

the user can able to access the transactions.  The important security control mechanisms are used in the online 

banking are described in the following figure 1. 

 

Figure 1 Security Mechanisms 

 

III. LITERATURE REVIEW 

Byoung Ho Jun et al., investigates the important elements are affect the online transactions in banking sector.  

The important elements affect online banking are social impact, service quality, service value and service cost.  

The final result shows that the above mentioned factors are create the important impact about the on line banking 

[1]. 

Chang-Lung Tsai et al., says that due to growth of communication technology various smart devices are used 

by common peoples also.  Using these smart devices the people access and use the internet facility. So mobile 

banking is become more suitable for smart device users.  But security problem is also occurring in mobile banking.  

To overcome the security issues OTP concept is used.  In this research work the authors used OTP with biometric 

features can be used for security.   The life span of the OTP is very less.  Within the specified period the user can 

enter the OTP and biometric.  The biometric may be fingerprint, facial value or iris.  This new method not only 
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issuing security measure in mobile banking but it defines the clear process.  Compared with other security 

techniques this proposed method provides more secure feeling to the customers [2]. 

The amount of attacks can be increased day by day.  To avoid the attacks a special security software applications 

are needed.  Caroline Möckel et al., elaborates about the threat modeling tasks and the importance of the framework 

designs of online banking.  They also finds a various approaches and methods are used in the online banking 

process to reduce the risk level [3].  

The main aim of online banking is provides the services by instant flow of data on the network and secured 

from the attackers.  However we make our data secure some hackers introduce different type of malwares.  The 

communication between mobile network and the internet is also going to be blurred.  Biswajit Panja et al., explains 

how to capture user’s authentication detail from the existing mobile device applications [4]. 

Online banking security system consists of two parts: security related to computer and security related to 

networks.  Computer related security is a separate system, which issued by the system software components and 

hard components.  Security related to network means protect the data over the data transmission and secure user’s 

data from unauthenticated peoples. Nyrkov Anatoliy P.  et al., analyses existing security concepts.  They investigate 

external attacks and internal attacks based on reliability. This proposed system execute on the basis of pro active 

method.  It represents remove the threats before it occur [5].  

This current digital world on line transaction increased day by day. Due to this reason internet banking facility 

is also increased.  The main aim of the online banking is to offer secure banking services and provides the guarantee 

of the user’s data and provides a better security policies and plans. Samir Pakojwar et al., explores different 

techniques and security policies are suggested to bank for security and compare security systems in online banking 

system [6]. 

Emeka Nwogu et al., conducted a study in Nigerian on line banking.   This study deeply analyses the online 

banking of security associated issues and what are security mechanisms are used in Nigeria.  The study result 

shows that current security mechanisms are not very efficient and large numbers of security threats are generated 

by the hackers [7]. 

 

IV. PROPOSED SYSTEM 

Banking service is very important for current economic condition.  Many commercial organizations are doing 

their business in online basis.  The user transfers the amount of their services through online banking, but security 

is the important problem in online banking transactions.  Traditionally user’s authentication can be verified by 

using SMS.  The verification code in the user’s terminal and it is end to the bank through internet. The verification 

code is verifies in the bank and the rest of the truncation is done. This security does not allow attacker to steal the 

user’s data.  This current system is implemented by using SOAP protocol.  Compared with other security concepts 

this system provides more secure.  The following figure 2 shows the overview of online banking system.  

 



International Journal of Psychosocial Rehabilitation, Vol. 24, Issue 02, 2020 

ISSN: 1475-7192 

Received: 02 Dec 2019 | Revised: 24  Jan 2020 | Accepted: 16 Feb  2020                          4681   
 

 

 

 

 

V. RESULT AND DISUCSSION 

IoT Most of the commercial organizations executes their business services through online.  But many attackers 

are retrieving the authentication policies without the knowledge of concern people.  This proposed system uses 

SOAP protocol is used to secure the users data.  The following screen shots show the secure online banking 

transaction.  Traditionally banking transactions care is secured by using SMS code. But currently biometric 

authentication methods are used in on line banking transactions.  Various protocols are used to secure banking 

transactions.  But SOAP protocol provides more secure compared with other protocols.  

 

 

 

Figure 2 Home Page 
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Figure 2 Login Page 

 

 

 

Figure 3 User Login Page 

 

VI. CONCLUSION 

On line banking transaction is playing a major role in current business world.  This proposed system uses SOAP 

protocol is used is to secure users transactions. The result of the proposed system shows SOAP protocol is easy to 

use and more secure in on line banking transactions.  This proposed system is implemented by using java 

programming.   Many online applications are developed and executed by using java programming because it is 

used to develop on line applications in more secure manner.  This system is tested with real time data and compared 

with other online applications.  Compare with other security methods SOAP provides more secure facility for 

online transactions.  
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