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Huffman Algorithm for Secured Data Transmission

E. Kanniga

Abstract--- Neither watermarking nor compression can alone make the data transmission completely secure.
Hence the new technique is been proposed in order to achieve secure transmission of data by making combine use of
image watermarking using DCT technique and then applying image compression technique using improved adaptive

Huffman algorithm to it.
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I. INTRODUCTION
1. Transform the RGB color of the original image into the formation of Gray color.
2. Then the image is divided into 8 x 8 blocks by applying JPEG standard as below.
3. Transform the original 8 x 8 block into a cosine-frequency domain
o C(h) =if (h ==0) then 1/sqrt(2) else 1.0--C(h) is a auxiliary function been used in main function F(u,v)
e F(u,v)="%xC(u) x C(v) Zx=0..7 Zy=0..7 Dxy x cos(n(2u + 1)u/16) x cos(n(2y + 1)v/16)
e  Gives encoded pixel at row u, column v

o Dxy is original pixel value at row x, column y -F(u,v) is new matrix value after DCT apply. [2]
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4. Static Huffman algorithm The Static Huffman algorithm was developed by David Huffman in (1952) is used
to generate the encoded data in two passes that are as follows:
e The frequency of each of the different symbol present in the source data is been calculated. After
calculating frequencies.
But in this method some time the source data available is so lengthy that it takes so much time to construct a

table which in turns waste a lot of time as well as space required to store the table. [4]
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5. Adaptive Huffman Algorithm Expanding the static Huffman algorithm, Faller and Gallagher [Faller
1973; Gallagher 1978], and later Knuth [Knuth 1985] and Vitter [Vitter 1987], developed a way to perform
Static Huffman algorithm by using one pass method that is as follows:

Initially Adaptive Huffman algorithm generates a Huffman tree with all different symbols with frequency count

to one and then it takes the code for first symbol in the source data.

For the second symbol it generates the second Huffman tree and takes the code for second symbol and so on till
last bit (byte) of source data. [4]

I1. CONCEPT
The basic concept behind an adaptive compression algorithm is very simple:
At the beginning the model is to be initialized
Repetition is done for each character
{
Then encoding is done for the character
Finally the model is updated
}

Decompression also works in the same way. As long as both sides have the same initialize and update model

IS

algorithms, they will have the same information. [4]

In Adaptive Huffman algorithm, at the time of encoding of symbols, we need to update the tree after each
symbol is encoded. Same thing is also been performed in decoding the code. That means there is processing
overburden that is involved in the process. The encoded data by Adaptive Huffman algorithm requires more space
than Static Huffman encoded data. The other major drawback of the Adaptive Huffman algorithm for encoding the
data is that it requires in advance the amount of different symbols that are present in the source data. So it first needs
to scan all the source data to determine that how many different symbols are present in the source data. Besides all
this some other major drawbacks of adaptive Huffman algorithm are as follows:

® |t is very time consuming, as it first constructs the tree and then take the code for the symbol, for the next

symbol it adopt the same procedure and same is repeated ( up to the last symbol).

® In adaptive Huffman algorithm many different symbols have same code in the encoded data that creates a

lot of confusion while decompressing the data.

® In adaptive Huffman same symbol that occurs frequently has different code which can create a lot of
confusion while decompressing the data.
Finally while decompressing the data we need all trees, for smaller data it is ok but for large data it demands a
huge storage space.
Thus to overcome all these shortcomings we have new compression algorithm named Improved adaptive
Huffman.
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Improved Adaptive Huffman algorithm is based on existing Huffman algorithm. [4] It have one pass in
comparison to the existing static Huffman algorithm and at the same times requires less space for storing the

encoded data as compared to adaptive Huffman algorithm. The proposed method with this algorithm is as follows:

At initial step Improved adaptive Huffman algorithm will generate a strictly binary tree by reading first symbol

from the source data, then for the next symbol it generates a tree and so on up to last symbol of source data.
On reading the last symbol it makes the final Huffman tree. [4]

1) Advantages
Advantages of Improved Adaptive Huffman over Adaptive Huffman are:

e Improved adaptive Huffman utilizes less space to store the compressed data.

o It saves the time because here, there is no need to scan the whole string for constructing the first tree. It also
saves the time while constructing trees e.g. it needs only one symbol for constructing the first tree unlike in
adaptive Huffman that requires all different symbols to construct the tree.

e In Improved adaptive Huffman even if one symbol occurs frequently will tend to have same code.

e Inimproved adaptive Huffman, while constructing the next tree there is no need to remember the previous
tree.

o Finally during the process of decompressing the only final tree is needed.

2) Algorithm
1. Scan the first Symbol and initialize its frequency to 1
2. Then next symbol is been scanned from the source data
If any previous symbol = next symbol then the frequency of that previous symbol needs to be

incremented
If any previous symbol frequency < recently incremented symbol frequency
Then
Both nodes needs to be interchanged
Else
Initialize their frequency to 1

3. Create strictly binary tree with left and right node (Left or Right node can be NULL). The root is the
composite Symbols of left and right nodes. Assign value 0 to Right node and 1to Left node.

4. Step 2 to 4 needs to be repeated till End of Source data is been reached. [4]
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Fig. 1: Visible Watermarking using DCT

By the use of this algorithm the storage space will be reduced and time is also been saved. Thus the combination

of the two processes watermarking and compression will results in providing high security level to the data to be
transmitted.

I11. IMPLEMENTATION AND RESULT

The above described work is implemented in JAVA. Firstly visible watermarking using DCT technique is used
to watermark an image. After that improved adaptive Huffman algorithm is used to compress the watermarked
image to further enhance security needs of the system.
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Fig. 2: Compression using adaptive Huffman algorithm
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Fig. 3: Comparison graph for adaptive Huffman and improved adaptive Huffman
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Fig. 4: PSNR value of watermarked image

IV.CONCLUSION
The new technique watermarking using DCT combined with image compression using improved adaptive

Huffman algorithm is been presented to enhance the level of security for the data to be transmitted.
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