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ABSTRACT

Wireless Sensor Network (WSN) is an emerging technology that shows great promise for various
futuristic applications both for mass public and military. The sensing technology combined with
processing power and wireless communication makes it lucrative for being exploited in
abundance in future. Wireless sensor networks are characterized by severely constrained
computational and energy resources, and an ad hoc operational environment. The Wireless
sensor networks are challenged by much type of attacks like Spoofed, altered, or replayed
routing Information, Selective forwarding, Sybil attacks, Wormholes, and HELLO flood.

Packet dropping and modification are common attacks that can be launched by an adversary to
disrupt communication in wireless multi-hop sensor networks. Many schemes have been
proposed to mitigate or tolerate such attacks but very few can effectively and efficiently identify
the intruders. To address this problem, we propose a simple yet effective scheme, which can
identify misbehaving forwarders that drop or modify packets. The scheme uses many powerful
algorithms in every rounds of the packet modifier or dropper identification. Extensive analysis
and simulations have been conducted to verify the effectiveness and efficiency of the scheme.

Keywords: WSN, Packet modifier, Intruders, HELLO
INTRODUCTION

In a wireless sensor network, sensor nodes monitor the environment, detect events of interest,
produce data and collaborate in forwarding the data towards a sink, which could be a gateway,
base station, storage node, or querying user. Because of the ease of deployment, the low cost of
sensor nodes and the capability of self-organization, a sensor network is often deployed in an
unattended and hostile environment to perform the monitoring and data collection tasks. When it
is deployed in such an environment, it lacks physical protection and is subject to node
compromise.

After compromising one or multiple sensor nodes, an adversary may launch various attacks to
disrupt the in-network communication. Among these attacks, two common ones are dropping
packets and modifying packets, i.e., compromised nodes drop or modify the packets that they are
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supposed to forward. To deal with packet droppers, a widely adopted counter - measure is
multipath forwarding in which each packet is forwarded along multiple redundant paths and
hence packet dropping in some but not all of these paths can be tolerated. To deal with packet
modifiers, most of existing countermeasures aim to filter modified messages en-route within a
certain number of hops. These countermeasures can tolerate or mitigate the packet dropping and
modification attacks, but the intruders are still there and can continue attacking the network
without being caught. To locate and identify packet droppers and modifiers, it has been proposed
that nodes continuously monitor the for- warding behaviors of their neighbors determine if their
neighbors are misbehaving, and the approach can be extended by using the reputation-based
mechanisms to allow nodes to infer whether a non-neighbor node is trustable. This methodology
may be subject to high energy cost incurred by the promiscuous operating mode of wireless
interface; moreover, the reputation mechanisms have to be exercised with cautions to avoid or
mitigate bad mouth attacks and others. Recently, Ye et al. proposed a probabilistic nested
marking (PNM) scheme. But with the PNM scheme, modified packets should not be filtered out
en-route because they should be used as evidence to infer packet modifiers; hence, it cannot be
used together with existing packet filtering schemes. In this paper, we propose a simple yet
effective scheme to catch both packet droppers and modifiers. In this scheme, a routing tree
rooted at the sink is first established.

When sensor data is transmitted along the tree structure towards the sink, each packet sender or
forwarder adds a small number of extra bits, which is called packet marks, to the packet. The
format of the small packet marks is deliberately designed such that the sink can obtain very
useful information from the marks. Specifically, based on the packet marks, the sink can figure
out the dropping ratio associated with every sensor node, and then runs our proposed node
categorization algorithm to identify nodes that are droppers/modifiers for sure or are suspicious
droppers/modifiers. As the tree structure dynamically changes every time interval, behaviors of
sensor nodes can be observed in a large variety of scenarios. As the information of node
behaviors has been accumulated, the sink periodically runs our proposed heuristic ranking
algorithms to identify most likely bad nodes from suspiciously bad nodes. This way, most of the
bad nodes can be gradually identified with small false positive.

Our proposed scheme has the following features:
(i) Being effective in identifying both packet droppers and modifiers,
(i1) Low communication and energy overheads, and

(i11)) Being compatible with existing false packet filtering schemes; that is, it can be deployed
together with the false packet filtering schemes, and therefore it can not only identify intruders
but also filter modified packets immediately after the modification is detected. Extensive
simulation on ns2 simulator has been conducted to verify the effectiveness and efficiency of the
proposed scheme in various scenarios. (Vasanthy and Jeganathan 2007, Vasanthy et.al., 2008,
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Raajasubramanian et.al., 2011, Jeganathan et.al., 2012, 2014, Sridhar et.al., 2012, Gunaselvi
et.al., 2014, Premalatha et.al., 2015, Seshadri et.al., 2015, Shakila et.al., 2015, Ashok et.al.,
2016, Satheesh Kumar et.al., 2016).

LITERATURE SURVEY

Wireless Sensor Networks (WSNSs) offer an excellent opportunity to monitor environments, and
have a lot of interesting applications, some of which are quite sensitive in nature and require full
proof secured environment. In this paper [1], they address some of the special security threats
and attacks in WSNs. They propose a scheme for detection of distributed sensor cloning attack
and use of zero knowledge protocol (ZKP) for verifying the authenticity of the sender sensor
nodes. The cloning attack is addressed by attaching a unique fingerprint to each node that
depends on the set of neighboring nodes and itself. The paper presents a detailed analysis for
various scenarios and also analyzes the performance and cryptographic strength. Packet dropping
and modification are common attacks that can be launched by an adversary to disrupt
communication in wireless multi-hop sensor networks. Many schemes have been proposed to
mitigate or tolerate such attacks but very few can effectively and efficiently identify the intruders
[2]. To address this problem, the authors propose a simple yet effective scheme, which can
identify misbehaving forwarders that drop or modify packets. Extensive analysis and simulations
have been conducted to verify the effectiveness and efficiency of the scheme. In this paper [3] a
survey of state-of-the-art routing techniques in WSNs. They first outline the design challenges
for routing protocols in WSNs followed by a comprehensive survey of routing techniques. They
study the design tradeoffs between energy and communication overhead savings in every routing
paradigm. We also highlight the advantages and performance issues of each routing technique. In
this paper [4] an overview of some of the key areas and research in wireless sensor networks are
discussed. In presenting this work, it use examples of recent work to portray the state of art and
show how these solutions differ from solutions found in other distributed systems. In particular,
he discusses the MAC layer, routing, node localization, clock synchronization, and power
management. The author also presents a brief discussion of two current systems in order to
convey overall capabilities of this technology. As wireless sensor networks continue to grow, so
does the need for effective security mechanisms. Because sensor networks may interact with
sensitive data and/or operate in hostile unattended environments, it is imperative that these
security concerns be addressed from the beginning of the sys- tem design. There is currently
enormous research potential in the field of wireless sensor network security [S]. The author’s
survey the major topics in wireless sensor network security, and present the obstacles and the
requirements in the sensor security, classify many of the current attacks, and finally list their
corresponding defensive measures. Packet dropping and modification are common attacks that
can be launched by an adversary to disrupt communication in wireless multi-hop sensor
networks. Many schemes have been proposed to mitigate the attacks but none can effectively and
efficiently identify the intruders. To address the problem, the authors propose a simple yet
effective scheme, which can identify misbehaving forwarders that drop or modify packets [6].
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Extensive analysis and simulations using ns2 simulator have been conducted and verified the
effectiveness and efficiency of the scheme. (Manikandan et.al., 2016, Sethuraman et.al., 2016,
Senthil Thambi et.al., 2016, Ashok et.al., 2018, Senthilkumar et.al., 2018,).

EXISTING SYSTEM

False data injection is a severe attack that compromised nodes can launch. These nodes or moles
can inject large number of bogus traffic that can lead to application failures and exhausted
network resources. The Probabilistic Nested Marking scheme locate such moles within the
framework of packet marking, when forwarding moles collude with source moles to manipulate
the marks. Previously existing internet trace back mechanisms do not assume compromised
forwarding nodes and are easily defeated by manipulated marks.

The Probabilistic Nested Marking scheme is secure against such colluding attacks. No matter
how colluding moles manipulate the marks, PNM can always locate them one by one. PNM also
has fast-trace back within about 50 packets, it can track down a mole up to 20 hops away from
the sink. This virtually prevents any effective data injection attack. The moles will be caught
before they have injected any meaningful amount of bogus traffic.

But with the PNM scheme, modified packets should not be filtered out en-route because they
should be used as evidence to infer packet modifiers hence, it cannot be used together with
existing packet filtering schemes.

Demerits: * Not effective in identifying both packet droppers and modifiers. * High
communication and energy overheads. * Not compatible with existing false packet filtering
schemes; that is, it can be deployed together with the false packet filtering schemes, and
therefore it can not only identify intruders but also filter modified packets immediately after the
modification is detected.

PROPOSED SYSTEM

Our proposed scheme consists of a system initialization phase and several equal-duration rounds
of intruder identification phases.

1. In the initialization phase, sensor nodes form a topology which is a directed acyclic graph
(DAG). A routing tree is extracted from the DAG. Data reports follow the routing tree
structure.

2. In each round, data is transferred through the routing tree to the sink. Each packet
sender/forwarder adds a small number of extra bits to the packet and also encrypts the
packet. When one round finishes, based on the extra bits carried in the received packets, the
sink runs a node categorization algorithm to identify nodes that must be bad (i.e., packet
droppers or modifiers) and nodes that are suspiciously bad (i.e., suspected to be packet
droppers and modifiers)
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3. The routing tree is reshaped every round. As a certain number of rounds have passed, the
sink will have collected information about node behaviors in different routing topologies.
The information includes which nodes are bad for sure, which nodes are suspiciously bad,
and the nodes’ topological relationship.

Security Issues and Goals: The major security issues in a wireless sensor networks are said to
be mainly data confidentiality, data authenticity, data integrity, data freshness, robustness and
survivability which are described below. The security issues have to be minimized because even
the compromise of a single node can affect the working of the network very badly.

Attacks on Sensor Network Routing: Many sensor network routing protocols are Quite
simple, and for this reason are sometimes Susceptible to attacks from the literature on routing in
ad-hoc networks. Most network layer attacks against sensor networks fall into one of the
following categories: 1. Spoofed, altered, or replayed routing information 2. Selective
forwarding 3. Sinkhole attacks 4. Sybil attacks 5. Wormholes and HELLO flood attacks

Node Categorization Algorithm: In every round, for each sensor node u, the sink keeps track of
the number of packets sent from u, the sequence numbers of these packets, and the number of
flips in the sequence numbers of these packets, (i.e., the sequence number changes from a large
number such as Ns —1 to a small number such as 0). In the end of each round, the sink calculates
the dropping ratio for each node u. Suppose nu, max is the most recently seen sequence number,
nu, flip is the number of sequence number flips, and nu, rcv is the number of received packets.
The dropping ratio in this round is calculated as follows:

Nai flin * Ng + Rmmae +1— M vou

N, flip * Ns + Ny maz + 1 '
Tree Reshaping and Ranking Algorithms: The tree used to forward data is dynamically
changed from round to round, which enables the sink to observe the behavior of every sensor
node in a large variety of routing topologies. For each of these scenarios, node categorization
algorithm 1is applied to identify sensor nodes that are bad for sure or suspiciously bad. After
multiple rounds, sink further identifies bad nodes from those that are suspiciously bad by

d, =

applying several proposed heuristic methods.

RESULTS AND DISCUSSION

Network Animator is a TCL/TK based animation tool for viewing network simulation traces and
real world packets traces. A network animator provides packet level animation and protocol
specific graphs to aid the design and debugging of the network protocols have been describes.
Taking data from network simulator or live networks NAM was one of the first tool to provide
general purpose, packet level and network animation before starting to NAM, a trace file needs
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to be created. This trace file is usually generated by NS. Once the trace file is generated NAM
can be used to animate it.
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Fig 4: Establishing Tree Topology according to DAG
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Fig 6: Comparison between collusion and non-collusion

CONCLUSION AND FUTURE WORK

To address the problem of packet dropping and modification we propose a simple yet effective
scheme to identify misbehaving forwarders that drop or modify packets. Each packet is
encrypted and padded so as to hide the source of the packet. The packet mark, a small number of
extra bits, is added in each packet such that the sink can recover the source of the packet and then
figure out the dropping ratio associated with every sensor node. The routing tree structure
dynamically changes in each round so that behaviors of sensor nodes can be observed in a large
variety of scenarios. Finally, most of the bad nodes can be identified by our heuristic ranking
algorithms with small false positive. Extensive analysis, simulations and implementation have
been conducted and verified the effectiveness of the proposed scheme.

Our scheme can be used for effectively finding the packet droppers and modifiers in a wireless
network. The proposed scheme can be extended for identifying packet modifiers. Particularly, it
can be slightly modified so that the statistical en-route filtering scheme (SEF) and the interleaved
hop-by-hop authentication scheme can be deployed to filter the modified packets.

Even though the lower layers can be secured by using our scheme the upper layers of the
network are still under crisis. In future we are hoping to encounter this security threats faced by
the upper layers of the network proving it with hybrid security solutions.
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