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Abstract— In the present dayscenariothe issue of physical security is of utmost importance in any area.
Providing an automated surveillance system to detectsuspicious personnel or activities withina
particularvicinity with an alert feature is the need of the hour. The 21st century most prominent technology —
Internet of Things (loT) is being used in developing smart real time security surveillance systems, and providing
enhanced performance and effective results by eliminating humansupervision to maximum extent. This new
technology is effective both cost and storage wise. Here, the data can be transferred to a remote server such as
cloud. Also, the user will be notified via e-mail after an unusual activity/movement is captured. Further, visual
analytics helps to investigate the data captured and take decisions. This paper is intended to improve the
understanding of related tool, technology and methodology used to design and implement such smart
surveillance system systematically. In this paper, a methodology is proposed to capture the visitors’ image,
identify the unknown visitors within the vicinity, storing the unknown visitors’data to the cloud server,
processing the unknownvisitors’ logs and sending an e-mail notification to the security departmentof the

suspicious visitor.
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I. INTRODUCTION

Video surveillance is the process of monitoring an activity and observing for specific behaviors that areeither
improper or that may point to the existence ofsuspiciousbehavior. The use of video surveillance
systemsincreased significantly in the last several years. It is widely being adopted in public transportation
systems, healthcare systems, public safety systems, etc. Often these systems work together as an integrated
system to remotely monitor the critical areas to reducecrimes. The CCTV (Closed-Circuit Television) is one of
the basic general video surveillance. CCTV surveillance operates in three modes: active, passive, and archival.
From the utility of the currently deployed CCTV surveillance systems, it is observed that they are not fully
efficient for either of these described modes of operation [3]. Hence an automated video surveillance technology

based on the recent advances in object detection and tracking has been developed. This system is implemented
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asa software that runs on an ordinary desktop computer, which allows efficient summarization and browsing of
captured video data [10]. The most important consideration in a video surveillance system is the quality of the
image received, and this is largely dependent on the camera and recording equipment used. Also, it is observed
that, the surveillance is highly manpower intensive, error-prone and not easily scalable. In addition, enormous
amount of video recording has to be stored, of which only a small amount of data may be useful. There is a
need to reduce the manual supervision and verification to improve the effectiveness of the video surveillance

system. Hence the solution is intelligent video surveillance system.

An intelligent video surveillance system is a networked and distributed IP-based video surveillance system
with video analytics algorithms and interface to external sensors. It requires less manual supervision and has the
intelligence to provide real-time and automatic event and alarm notifications along with techniques for
optimizing storage and network bandwidth and advanced management features on an open architecture. Some of
the key concerns include lack of regulation, standards, common operating specifications and performance
evaluation. This could result in a compromise of cost, quality of equipment, and the scalability and security

against short-term benefits.

Intelligent surveillance system needs the use of both control system and information technologies so that
they can be controlled and operated from anywhere with the help of most prominent technology — Internet of
Things (10T) [13]. 10T is being used in developing smart real time security surveillance systems, and providing
enhanced performance and effective results by eliminating the humansupervision [16,18]. There are several
challenges in implementing and maintaining the intelligent video surveillance systems like: data storage, data

access and management, data security etc.

Today, data is produced at an incredible rate and the ability to collect and store the data is increasing at a
faster rate than the ability to analyze it. Over the last decade, a large number of automatic data analysis methods
have been developed. However, the complex nature of many problems makes it indispensable to include human
intelligence at an early stage in the data analysis process. Visual Analytics methods allow decision makers to
combine their human flexibility, creativity, and background knowledge with the enormous storage and
processing capacities of today’s computers to gain insight into complex problems. Using advanced visual
interfaces, humans may directly interact with the data analysis capabilities of today’s computer, allowing them

to make well-informed decisions in complex situations.

In thiswork, a methodology is proposed to capture the visitor’s images, identifysuspicious visitors within the
vicinity, processing the suspicious visitor’s logs and sending an e-mail notification to the security department.
Here, when the visitor enters the premises, the camera captures the images of every visitor. Then the recognition
system checks to see if the visitor is known, if known he/she is ignored. If the visitor is unknown, then his/her
log files are created and stored in the cloud for further processing. If the unknown visitor is found suspicious,

security personnel gets an email alert and can view the surveillance report.

The methodology is implemented to develop a system ‘Suspect Detection System-An Architecture Based on
Surveillance Visual Analytics using IoT’, using Raspberry Pi, OpenCV, Amazon Web Services (AWS), Hadoop
and Python. Face recognition of each visitor entering the premises is done by the camera using OpenCV and
Raspberry Pi. If the visitor is unknown to the premises, a log file is generated and stored in the cloud using

Boto3 the AWS SDK for Python.Unknown visitor’s logs stored in the cloud are downloaded to the Hadoop
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system and are further analyzed using MapReduce Programming model written in Python. Summarize the
results and generate a report for each unknown visitor.Send E-mail to the security officer if any visitor is found
suspicious. For further investigation the security department can obtain the image of the suspect from the AWS
S3 bucket.

The paper is further organized as follows. Existing work related to SDS is summarized in Section II.
Proposed system architecture is presented in Section I1l. The methodology to design and implementthe system
‘Suspect Detection System-An Architecture Based on Surveillance Visual Analytics using IoT’, is presented in
Section IV. In Section V, the methodology illustration and results obtained using the proposed methodology is

discussed.The conclusion and future work are presented in Section VI.

Il. EXISTING WORK

A sharpincrease in crime on a worldwide scale has expanded the opportunities for utilizing the face
recognition technology. Face recognition has become one of the most emerging fields in computer vision.
Several biometric systems are being used currently which are way more robust and provide more accuracy e.g.
iris and fingerprint scanners, however, in the present time these technologies are better compared to facial

recognition but don’t show the same scope of improvement[4,5,11].

Y. Cai et al.proposed Advanced driver assistant system (ADAS) that is widely used night time pedestrian
detection system, the need for an effective method of identification of suspected pedestrians to prevent the fatal

accident that is most likely to occur at low lighted times of the day, especially at nights, is very high [19].

Shao et al. proposed a novel intelligent solution that processes and utilizes video surveillance data based on
event identification and alarming messages from front end cameras. The key aspects of this monitoring system
are Wandering and Fast movement. The solution is detecting the abnormal events and passing the information
through frontend cameras. The abnormal behaviours are identified clearly for each type of event that occurs.

Bank robbery, Robbery events have abnormal behaviours as wandering and fast movement [3,14].

P. Merla et al.using the Hadoop MapReduce framework on the AWS cloud platform performed data analysis
on YouTube data. Apache Hadoop, a data processing framework can analyse large data sets with very high
speed. The proposed system processes real-time YouTube data analysed using the MapReduce algorithm to get
Top rated categories, uploads, and most viewed videos. The data is extracted using YouTube’s Reporting and
Analytics APIs and stored as a CSV file in the Hadoop Distributed File System (HDFS). The MapReduce
retrieves data from HDFS to perform data processing and summaries the analytic data and stores the results back

into HDFS. The obtained results are represented on a graphical user interface [12].

Due to the shortcomings in the video surveillance systems such as poor image quality, storage space, prices,
there is a need for real time security surveillance system.Naga et al proposed a system design that uses Motion
Detection algorithm being implemented on low processing power chip Raspberry pi 2 and Pi camera written in
Python. This significantly decreases the storage usage and also save investment cost. The algorithm enables live
video streaming with detection of moving objects and get alarm when motion is detected and sends photos,

videos to a cloud server directly using pi camera [17].
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In Big data era, storing and processing huge surveillance video data poses challenges. A novel intelligent
video surveillance system with massive surveillance video data storage and processing with intelligent video
analytics techniques is proposed by Zhenfeng Shaoet al. This system includes the intelligent pre-alarming for

security risk events, smart storage for recorded video and rapid retrieval associated with specific suspects [20].

I1. SYSTEM ARCHITECTURE

The Architecture of the system ‘Suspect Detection System-An Architecture Based on Surveillance Visual
Analytics using loT’, is shown in Figure 1. From Figurel, it is observed that it is a three-Tier architecture. Tier-1
includescamera and Raspberry Pi), Tier-2 includes data processing using HadoopSystem, Tier-3 includes cloud

storage i.e., AWS Simple Storage Service (S3).

The cameras in this system are considered as Agents that captures the activity of every visitor to the
premises. The face recognition model identifies the unknown visitor and their log files are created and stored in
the AWS S3 bucket. Further, the Hadoop system downloads these log files from S3 bucket. The Hadoop system
performs data processing on these log files using MapReduce programming model, summarizes the results and
generates a report based on summary results. The user interface system sends an email notification to the
security officer if any unknown visitor is found suspicious. The security department can access the AWS S3

bucket for an image of the suspect for the further investigation process.

Raspberry Pi

Camera

Detect events, |:> Extracted Content
Track visitors Database
@ Hadoop System
|:> Download & Process
data

Generate Report &
Notify Security

U

User Interface

Cloud Storage

Figure 1. System Architecture

IV. METHODOLOGY

The proposed methodology helps to design and implementthe system‘Suspect Detection System-An
Architecture Based on Surveillance Visual Analytics using [oT’, which provide security to authorized premises
and help the security department to keep the premises away from intrusions.Various phases involved in

executing the methodology are provided in Table 1.
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Tablel. Suspect Detection System-An Architecture Based on Surveillance Visual Analytics using l10T-

Methodology

Stepl. Face Detection: - Face identification isdone for each visitor entering the premises by the
camera.

Step2. Monitoring the visitor’s activities: - The visitor’s activities will be observed by the camera.

Step3. Storing the visitor’s data: - If the visitor is unknown to the premises, then a log file is generated
and stored in the cloud.

Step4. Downloading the visitor’s data: -Unknown visitor’s logs which are stored in the cloud are
downloaded to the Hadoop system for further processing.

Step5. Analyzing the data: - Analyze the data using the Hadoop MapReduce.

Step6. Tracking the visitor visits: - The visitor’s number of visits within the premises is analyzed using
the Hadoop MapReduce.

Step7. Summarizing the results: - Summarize the results obtained from the Hadoop MapReduce
Output.

Step8. Generating the report: - Based on the summary results, generate a report for each unknown
visitor.

Step9. E-mail Notification: - Send E-mail to the security officer if the visitor is found suspicious.

V. METHODOLOGY IMPLEMENTATION, RESULTS AND DISCUSSION

e Face Detection

OpenCV module should be installed in the raspberry pi to perform face detection as shown in Figure 2. In
facial detection, the first step is to detect the faces as an input image. Face detection uses OpenCV’s cascade
classifier called Haar Cascades which uses the Ada Boost algorithm to detect multiple facial features. When an
object is detected it is converted to a grayscale image. The cascade classifier decides whether the detected image
is a human or not if it detects a human face then it examines the facial features and prints a rectangular frame on
the detected face. A facial recognition system utilizes biometrics to map the facial features from the input image.
It compares the input image data with the database of known images to find a match. Each captured image is
given a unique ID and these captured images are stored in a dataset. These stored images are trained using
OpenCV specific functions and results are stored in a .yml file.

From Figure 2 it is observed that, in the proposed system, the camera does the face identification of each
visitor entering the premises. Camera checks to see if the visitor is a known person to the premises.If the visitor

is known then visitor activities are not recorded.
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Figure 2. Face Detection & Image Capturing

o Monitoring the visitor’s activities

If the visitor is unknown then the visitor’s activities must be recorded. The unknown visitor is given a unique

ID and then a log file is generated for individual unknown visitor as shown* in Figure 3.
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Figure 3. Local Data Store with Unknown Visitor Images

Figure 3 depicts the system after recognizing the visitor as unknown with a set of images of the unknown

visitors trained and stored in a local folder unknown.

o Storingthe data to the cloud

Every movement of the unknown visitor is observed. If the visitor is often visiting the prohibited area, then a

log file is generated and stored in the cloud as shown in Figure 4.
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Figure 4 Log File of Every Unknown Visitor in AWS S3 Bucket

From Figure 4 it is observed that, AWS S3 bucketsuspect.detection.system, is created andeach folderin the

bucket is assigned a name as unknownfollowed by a unique Id representing the unknown visitor.

An image of the unknown visitor is saved in their respective folder. A text file with a label as the current

date is created and every movement of the visitor is saved in that text file as shown in Figure 5.

Figure 5. Unknown Visitor Log File

Figure 5 shows the log files of an unknown visitor. These log files contain a text file with a label as current
date with area name, camera number as contents in it, and an image of the visitor with the label of the image as

the folder name.

¢ Retrievingthe data from the cloud

The unknown visitors log data from AWS S3 bucket will be download to the Hadoop system for further

processing to identify whether the unknown visitor is a suspect or not as follows.

Start the Hadoop services using start-all.sh command or can individually run the services using start-dfs.sh

and start-yarn.sh commands as shown in Figure 6.
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Figure 6. Start Hadoop Services

Download the log file of every unknown visitor from the AWS S3 bucket and store them in the input folder

of Hadoop local system as shown in Figure 7
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Figure 7. Unknown Visitor Files in Input Folder
¢ Analyzing the data

The log files retrieved from the cloud i.e., AWS S3 bucket are taken as input by the Hadoop system. The
downloaded log files are copied from the local system to the Hadoop Distributed File System (HDFS) which are
taken as input to Hadoop MapReduce jobs. The Hadoop system runs MapReduce jobs and analyses all the log

files as shown in Figure 8 and Figure 9.
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Figure 9. MapReduce Job Output with Severity Count

e Summarizing the results

The Hadoop system after performing the MapReduce job on each log file gives the output as the number of
visits of all the unknown visitor’s within the premises. The unknown visitor’s visit count as taken as input and
generates a severity value for each visitor’s visits. If the visits of the unknown visitor are beyond the threshold
value then the particular unknown visitor is confirmed to be a suspect.Figure 10 shows the contents of the
summary folder, which contain unknown visitor Id, total visits of the unknown visitor, severity count of the
unknown visitor, log date of the unknown visitor, and camera number under which the unknown visitor was
captured. The filename has a flag value Y or N to identify that filename with Y as a flag value indicate it as a

suspect.
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Figure 10. Summary Folder

o Report Generation

A summarized report is generated for every individual suspected visitor which contains visitor’s ID, visit
count, date of appearance, severity count, and camera number as shown in Figure 11.Further, these contents will

be sent in an E-mail to the Security officer.

Figure 11. Summary Report

e Sending E-mail notification

The system sends an e-mail notification to the registered E-mail address when the unknown visitor is found
suspicious. The E-mail will have the visitor’s ID, visit count, date of appearance, severity count, and camera

number as shown in Figure 12.
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Figure 12. E-mail Report

VI. CONCLUSION AND FUTURE DIRECTIONS

In this paper, a methodology is proposed to capture and process the unknown visitor’s log within a vicinity
and further sending E-mail notification to the security department if the unknown visitor is found suspicious.The
methodology is implemented using the modern tools and technologies for safeguarding various business
sections and government organizations which in turn reduces the usage of manpower. That is, there is less
human interaction required for the proper functioning of the system as the system is completely automated to
safeguard the premises. In future, this methodology can be integrated into the government ‘Aadhar ‘database to
get visitor's details.
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